3adaya 1. Xew-3Ha4eHuUs1

XII MEKPETUOHAJIBHAA
O/IMMITUAJA HIKOJIbHUKOB
10 UH®OPMATHUKE U
KOMIIBIOTEPHOM BE30OIIACHOCTH

2017 rop,

BAPUAHT 2

11 knacc

ITonmutuka O6e3omacHoctd OC He MO3BOJISIET 3agaBaTb I YYCTHBIX 3amucell IoJb30BaTeleh mapoJia,
COoBIIagaromue ¢ MX HMMCHaMMU. I[JISI 9TOro mnepen I[OGaBJIeHI/IeM HOBOI'O IIOJIB30BAaTCJIA B 6a3y BbI3bIBACTCA

¢yakuust CheckUser ().

[Ipu ee ycremHOM BBINOJHEHUH (BO3BpalllaeMOE€ 3HAYCHHE =

0) B Oazy

H06aBJI$I€TC$I HOBasd 3alluChb, COACpIKallasd HUMA yquHOﬁ 3alMCU II0JIb30BATCIIA WM XCHI-3HAYCHUC IIapOJId,

MOJIyY€HHOE C TOMOIIbI0 GYHKIINN Hash () .

Cn

int CheckUser (char* username,
char* password)

{

return 1;

}
for (int 1=0;

{

i<strlen (password) ;

>= 0x23 &&
<= 0x7D)

if (password[i]
password[i]
continue;
else
return 1;
}
if (stricmp (username,
return 0;
else
return 1;

password) !

for (int i=0; i<strlen (username) ;
{
if ( (username[i] >= 0x30 &&
username[i] <= 0x39) ||
(username[1] >= 0x41 &&
username [1] <= 0x5A7) ||
(username[1] >= 0x61 &&
username[i] <= 0x7A)
)
continue;
else

i++)

it++)

= 0)

ITackaan
function CheckUser (
var username: string;
password: string) integer;
var i:integer;
begin
for i:=1 to Length (username) do
begin
if( ((username[i] >= #48) and
(username[i] <= #57)) or
((username[1i] >= #65) and
(username[i] <= #90)) or
((username[1i] >= #97) and
(username[1] <= #122))

)

then continue

else
begin
Result := 1;
Exit;
end;
end;
for i:=1 to Length (password) do
if( (password[i] >= #35) and
(password[i] <= #125) )

then continue
else
begin
Result := 1;
Exit;
end;

if ( UpperCase (username) <>
UpperCase (password) )

then Result :=0
else Result :=1;
end;

const char letters[] =
QRSTUVWXYZ01234567890";

char* Hash (char* str)

{

"abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOP

function Hash(str:string[255]):
string[20];

var Nstr,hsize:integer;

var 1i,p hash,p pow,p:word;

var buf:string[255];

var str size, hash size:integer;
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const int p = 19; var letters:string[1l00];

int Nstr = 32; var res:string[32];

const int Hsize = Nstr / 2; begin

unsigned short int hash = 0, p pow = 1; letters:="'abcdefghijklmnopgrstuvwxyz

char *buf = new char[Nstr + 1]; ABCDEFGHIJKLMNOPQRSTUVWXYZ01234567890"';

int StrSize = 0; p:=19;

int HashSize = 0; Nstr:=32;

char *res = new char[Hsize + 1]; Hsize:=Nstr div 2;

p_hash:=0;

while (str([StrSize] != '\0'") p_pow:=1;

{ str size:=1;
if (HashSize >= Nstr) hash size:=1;

HashSize = Nstr - 1; while ( str size<=length(str) ) do
buf [HashSize] = str[StrSize]; begin
StrSize++; if (hash size > Nstr) then
HashSize++; begin

} delete (buf,hash size,1);

for (int i = HashSize; 1 < Nstr; i++) hash size:=Nstr;

{ end;
buf[i] = 'A' + (i - HashSize); buf:=buf+str([str size];

} str size:=str size+l;

buf [Nstr] = "\0'; hash size:=hash size+l;

for (int i = 0; 1 < Nstr; 1 += 2) end;

{ for i:=hash size to Nstr+l do
hash += (buf[i + 1] - '"A' + 1) * p pow; buf:= buf+chr (ord('A")+ (i-
p_pow *= p; hash size));
hash += (buf[i] - 'A' + 1) * p pow; i:=1;
p_pow *= p; repeat
res[i / 2] = letterslhash % p_hash:=p hash+ (ord(buf[i+1]) -

strlen(letters)]; ord('A'")+1) *p_ pow;

} p_pow:=p_pow*p;

res[Hsize] = '"\0'; p_hash:=p hash+ (ord(buf[i]) -

return res; ord('A'")+1) *p_pow;

} pP_pow:=p_pow*p;
res:=rest+letters[p hash mod
length (letters)+1];
i:=14+2;
until i>Nstr;
Hash:=res;
end;

AJMUHHUCTpPATOp TNEPUOJUYECKH BBIIOJIHSAET IMPOBEPKY 0a3bl MoJyib30BaTelael M OJOKUpPYET y4yeTHbIE
3allMCH, XEII-3HaYEHHUs] OT UMEHU KOTOPBIX COBNAJAIOT C XEII-3HAYeHHUsAMH MX naposei. [Ipuseaure npumep
MMEHU U NapoJisl JUIsl yUETHOM 3amucu, KOTopast yIOBJIETBOPSIET 3a/JaHHOM MOJIMTUKE OE30MacHOCTH, HO OyAeT
3a0JIOKMpOBaHa aIMUHUCTPATOPOM B XO/JI€ IPOBEPKHU, U OOOCHYHTE MOUeMy.

3adaya 2. CekpemHoe coobujeHue

B ucnonmusiemsrit aiin PROG.EXE 6put10 BHEApPEHO ceKpeTHOE TEKCTOBoe coodmieHue. [lpu sTom cam
¢ailn KOppeKTHO BBIMOJHIET Bce (QYHKUUHU. M3BECTHO, 4TO AJI TOrO, YTOOBI OTMETUTH MECTO BHEIPEHUS
nH(pOpMaliY, HAPYIIUTENb UCIIOJIb30Ball METKY pazMepoM 1 GailT:

Mertka CoobmeHe Mertka
(1 Gaiir) H (1 Gaiir)

Kakoe coobmienue 6b110 BHEAPEHO B (aiin?

K 3a0aue npunacaemcs: ucnonnsemoiii paiin PROG.EXE.
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3adaya 3. AHmueupyc

JInst BBISBIIEHHS BPEJAOHOCHOTO KOJiIa HEKOTOPBIM AHTUBHPYCOM IPHUMEHSETCS TOJIBKO CHTHATYypHBIN
METOJI aHaju3a, IMO3BOJISIIOIIMIA BBIMOJHATH TOWUCK HM3BECTHBIX CHTHATYp B (Qailie myTteM Mo06alTOBOTO
cpaBHeHUs. Pailn cuMTaeTCss BPEAOHOCHBIM MPHU HAJUYUU B HEM Y4YacTKa JAHHBIX, TOUHO COBHAJAIOIIETO C
OJTHOM W3 cUTHaTyp. Peanu3anus noucka curHatyp onvcana B GpyHkimu CheckFile (), KOTOpast BO3BpaIIaeT

TRUE npu otcyrcrBum curnaryp B ¢aiine u FALSE B nmpoTuBHOM citydae.

if (!'fin)

return false;
while (! feof (fin))
{

read=fread (buf, 1, size, fin);
if (read!=size)
break;
check count=0;
for (int j=0; Jj<size; Jj++)

{
if (bufl[jl==signature[j])
check count++;
else
break;
}
if (check count==size)
return false;
}

return true;

Cn ITackaanb
/* BXOIOHHE IIAPAMETPH: /* BXOIHHE IIAPAMETPH :
* FNAME - MMA aHammMsupyemoro ¢dainia * FNAME - MMA aHanmmMsupyeMmoro odania
* SIGNATURE - curhHarypa (Maccus OalToOB) * SIGNATURE - curhHarypa (mMaccue ©GaliToB)
* SIZE - pasMep CUTHaTypeH B OalTax * SIZE - pasMep CUTHATypH B Oanrax
* *
* BO3BPAINIAEMOE 3HAUYEHUE : * BO3BPANIAEMOE 3HAUEHUE :
* TRUE - Ganyl He COHOEepXUT CUTHATYPH * TRUE - dalyl He COHOEepPXUT CUTHATYPH
* FALSE - dann comepXuT xXOTa OB OOHY * FALSE - dans comepXmUT XOTa OB OOHY
* CUTHATYPY * CUTHATYPY
*/ */
bool CheckFile (char* fname, function CheckFile (fname,
char* signature, signature: string;
int size) size: integer): boolean;
{ var
FILE *fin=NULL; fin: file;
char *buf=NULL; ch: char;
int read, check count=0; count read, check count, i: integer;
buf=new char[size]; buf: string;
fin=fopen (fname, "rb"); begin

assign(fin, fname);
reset (fin);
while true do
begin
buf:='";
count read:=0;
for i:=1 to size do
begin
if (not eof (fin))
begin
read (fin, ch);
buf:=buf+ch;
count read:=count read+l;
end;
end;
if count read <> size then
break;
check count:=0;
for i:=1 to size do
begin
if (buf[i]l=signature[i]) then
check count:=check count+1l
else
break;

then

end;
if check count=size then
begin
CheckFile:=false;
Exit;
end;
end;
close (fin) ;
CheckFile:=true;
end;
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baza curnatyp comepKuT B 3aIuCH:

0x313132

0x3131

[IpoBepka daiina ocymecTBIsIeTCs MOCIEI0BaTeIbHBIM BBI30BOM (PyHKIIMK CheckFile () musa Kaxiaou
CUTHATYyphI U3 0a3bl.

Kakoe xomuuecTBO (haiiioB pasmepom 7 Gaiit, cocrosuux Toiabko u3 mudp ot 0 (kox 0x30) m0 9 (kon
0x39) BKIIOYHTEIBHO, MOXKET COJAEP)KaTh XOTsA Obl OJHY W3 YKa3aHHBIX CHTHATYpP XOTS Obl OJMH pas, HO
YCIICUIHO MPOXOUTH MMPOBEPKY UMEIOIUMCS aHTUBUpYcoM? OTBET 000CHYyiITE.

3adaya 4. Apxus

[IkonpHUK ckayanm ¢ HekoToporo HWurtepHer-pecypca apxuB PROGS.RAR, koTopsiid, coriacHo
MPUBEJCHHOMY Ha CaiiTe OMMCAaHUIO, COJEPKUT MAaKeT MPOCTHIX YTUIUT (KaXIOW YTUIMTE COOTBETCTBYET
POBHO OAMH HcTONHsAeMbIH ¢aitn popmara .EXE). Ilocne pacnmakoBku apXuBa MIKOJIBHUK OOHAPYXKHII, YTO
yacTh (ailioB M3 apxuBa 3amu@poBaHa METOAOM «JIBOMYHOIO TaMMHUPOBaHUSA», T.€. MYTEM BBIOJHEHUS
orepanuu «moduToBoro uckimovaromero NJINy» mexny 6alitamu ucxoaHoro ¢aiina u 6aiiTamu, MOTyICHHBIMA
UKINYECKUM IIOBTOPEHUEM TOCIIEI0BATEIbBHOCTH HEKOTOPOTO KITI0YA.

3ammdpoBanHble (ailibl HE 3aIyCKaroTCs, a TPU IMOMBITKE 3amycKa He3amHn(pOBaHHBIX (HAHIIOoB,
HEKOTOphIE U3 HHUX OJOKUPYIOTCS AaHTUBHPYCOM H3-3a HAJIWYUS B HUX MOJO3PUTEIBHON CHUTHATYPHI
«0x0BOAOCOFE».

[TomMoruTe MKOJIBHUKY IONYYUTh M3 apXMBa MAKCUMAJIbHOE KOJHYECTBO IPOrPaMM, KOTOPHIMH OH
CMOYKET BOCIIOJIb30BAThCS, HE OTKIIIOYasi aHTUBUPYC.

K 3a0aue npunacaemca: apxuse PROGS.RAR, ckauennvlii wixonsnuxom ¢ Mnmepnem-pecypca.

3adaya 5. Exploit

Nwmeercsa nporpamMma Ha a3bike C:
void main ()
{
char af[l1l0];
printf ("BeBemuTe cTpoKy:");
gets(a);
printf ("Ber BBesm %d cummMBojioB", strlen(a));

IIpy KOMIIUIANN TOYYWIICS CIEAYFOIIMI MPOrpaMMHBINA KO

Anpec namstu BaiiTel B mamstu Ux conepxanue

230D123D C2 E2Z E5 E4 E8 F2 Crpoka «Bgedume cmpoKy» C HyJEBbIM OaiiTOM B KOHIIE
E5 20 F1 F2 FO EE
EA F3 00

230D124C C2 FB 20 E2 E2 E5 Crpoxka «Bsi 68enu %d cumeono06» ¢ HylleBbIM 0alTOM B KOHIIE
EB E8 20 25 64 20
Fl E8 EC EZ2 EE EB

EE E2 00
230D1261 00 00 00 00 00 00 wmaccus a (10 snemenroB Tumna char)
00 00 00 00
230D126B |68 3D 12 0D 23 MarmmuHHas KoMaHza, Tepenanmas aapec CTpoKu «Beedume

cmpoky» (230D123D) B moanporpammy printf kak napamerp
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23001270 FF 15 14 72 0D 23 MammuHHasg KOMaH[a, BbI3BIBAIOIIAs IOAIporpaMmy printf,
pacIoIOKEHHYIO 110 anpecy 230D7214

230D1276 83 C4 04 BcmoMorarensHasgs MammmHHAS KOMaHJa, BBITIOJNHSIEMAas IOCIIEe
BO3BpAIllEHUS W3 Tommporpammser Printf, wmmerormeii omuu
rnapamerp

230D1279 |68 61 12 0D 23 MamunHags ~ koMmaHja, NepefawIas  apaMmeTp a,
PacCIOJIOKEHHBIM 0 afpecy 230D1261, B NOAIPOrpaMmy
gets

230D127E | FF 15 10 72 OD 23 MamuHHas KOMaHJa, BBI3BIBAIOIIAS TOATIPOTpaMMy Jets,
pacIoNIOKEHHYIO 110 aapecy 230D7210

230D1284 83 C4 04 BcmoMorarensHasgs MammmHHAS KOMAaHJIa, BBRITIONHSAEMAs IOCIIEe
BO3BpallleHWd W3 TOANporpaMmbl Qets, umeromer oauH
rnapamerp

230D1287 68 61 12 0D 23 MamunHass ~ KOMaHJa,  Iepejarolias  mapamerp 4,
PacCIIOJIOKEHHBIM 10 aapecy 230D1261, B nOAIPOrpaMmy
strlen

230D128C E8 D5 FD FF FF MaruHHas KOMaH/Ia, BhI3bIBAOIIast OAIporpaMmy strlen

230D1291 83 C4 04 BcnomorarenpHas MaliMHHAs KOMaHJa, BBITIOJIHSIEMAsl MMOCHE
BO3BpAIllCHUS M3 MOAIporpaMmel Strlen, wumerorelr omux
rapaMmeTp

230D1294 50 MamuHHas KOMaHza, Nepelamlnas BO3BpallacMoe 3HAYEHUE
¢ynkuuu strlen B moanporpammy printf kak napamerp

230D1295 68 4C 12 0D 23 MamuHHas kKOMaH[a, IepeJaroLas agpec CTPOKU «Bul esenu
%d cumeonoe» (230D124C) B moamporpammy printf kak
napameTp

230D129A FF 15 14 72 0D 23 MamwuHHas KOMaHIa, BBI3bIBAIOIIAs IOAIporpamMmy printf,
pacIIOIOXEHHYIO 110 afnpecy 230D7214

230D12A0 83 C4 08 BcnomorarensHas ManmmnmHHAsS KOMaHAA, BBITOTHIEMAs ITOCHE
BO3BpallleHUsl M3 MOANpOrpaMmbl  Pprintf, wuwmeromeit aBa
rnapamerpa

230D12A3 C3 MammuHHas KoOMaH/a, 3aBepIlaollas nporpammy

[Tpumensiemast peai3arysl MOAIpoTrpaMMBbl Jets mpuHUMaeT Ha BXOJT JIFoObIe JaHHBIe O€3 OrpaHUYCHUH, B
TOM 4YHCIIe CleluajibHble M HeredaTaeMble CHMBOINBI (HYIeBOW OalT, CHMBON KOHIIA CTPOKH H T.II.).
OkoHYaHWEM BXOJHOTO IMOTOKA CYUTAETCSI KOMOMHAIMs 0aiTOB «0x ODOA.

VYKaxuTe BXOJHYIO TIOCJIEAOBATEILHOCT, OalTOB (B IIeCTHaaUaTepudHoMm ¢opmare), IMocjie BBOJA
KOTOPO# MporpaMMa BBIBEAET CTPOKY «HHpopmayuonHas Kyibmypay.




