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XII MEKPETUOHAJIBHAA
O/IMMITUAJA HIKOJIbHUKOB
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KOMIIBIOTEPHOM BE30OIIACHOCTH

2017 rop,

BAPUAHT 1

11 knacc

ITonmutuka O6e3omacHoctd OC He MO3BOJISIET 3agaBaTb I YYCTHBIX 3amucell IoJb30BaTeleh mapoJia,
COoBIIagaromue ¢ MX HMMCHaMMU. I[JISI 9TOro mnepen I[OGaBJIeHI/IeM HOBOI'O IIOJIB30BAaTCJIA B 6a3y BbI3bIBACTCA

¢yakuust CheckUser ().

[Ipu ee ycremHOM BBINOJHEHUH (BO3BpalllaeMOE€ 3HAYCHHE =

0) B Oazy

H06aBJI$I€TC$I HOBasd 3alluChb, COACpIKallasd HUMA yquHOﬁ 3alMCU II0JIb30BATCIIA WM XCHI-3HAYCHUC IIapOJId,

MOJIyY€HHOE C TOMOIIbI0 GYHKIINN Hash () .

Cn

int CheckUser (char* username,
char* password)

{

return 1;

}
for (int 1=0;

{

i<strlen (password) ;

>= 0x23 &&
<= 0x7D)

if (password[i]
password[i]
continue;
else
return 1;
}
if (stricmp (username,
return 0;
else
return 1;

password) !

for (int i=0; i<strlen (username) ;
{
if ( (username[i] >= 0x30 &&
username[i] <= 0x39) ||
(username[1] >= 0x41 &&
username [1] <= 0x5A7) ||
(username[1] >= 0x61 &&
username[i] <= 0x7A)
)
continue;
else

i++)

it++)

= 0)

ITackaan
function CheckUser (
var username: string;
password: string) integer;
var i:integer;
begin
for i:=1 to Length (username) do
begin
if( ((username[i] >= #48) and
(username[i] <= #57)) or
((username[1i] >= #65) and
(username[i] <= #90)) or
((username[1i] >= #97) and
(username[1] <= #122))

)

then continue

else
begin
Result := 1;
Exit;
end;
end;
for i:=1 to Length (password) do
if( (password[i] >= #35) and
(password[i] <= #125) )

then continue
else
begin
Result := 1;
Exit;
end;

if ( UpperCase (username) <>
UpperCase (password) )

then Result :=0
else Result :=1;
end;

const char letters[] =
QRSTUVWXYZ01234567890";

char* Hash (char* str)

{

"abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOP

function Hash(str:string[255]):
string[20];

var Nstr,hsize:integer;

var 1i,p hash,p pow,p:word;

var buf:string[255];

var size:integer;
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const int p = 19;

int Nstr = 32;

const int Hsize = Nstr / 2;
unsigned short int hash = 0,
char *buf = new char[Nstr + 1];
int size = 0;

char *res = new char[Hsize + 1];

res[i / 2] =
strlen(letters)];
}
res[Hsize] =
return res;

letters[hash %

'\O';

pP_pow =

while (str[size] != '"\0' && size < Nstr)
{
buf([size] = str(size];
size++;
}
for (int i = size; i < Nstr; i++)
{
buf[i] = '0'" + (i - size);
}
buf[Nstr] = "\0';
for (int i = 0; 1 < Nstr; i+=2)
{
hash += (buf[i] - '0"'" + 1) * p pow;
p_pow *= p;
hash += (buff{i + 1] - '0" + 1) * p_pow;
p_pow *= p;

1;

var letters:string[1l00];
var res:string[32];
begin
letters:="'abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ01234567890"';
p:=19;
Nstr:=32;
Hsize:=Nstr div 2;
p_hash:=0;
p_pow:=1;
size:=1;
while ( (size<=length(str)) and
(size<=Nstr)) do
begin
buf:=buf+str(size];
size:=size+l;
end;
for i:=size to Nstr+l do
buf:= buf+chr(ord('0')+(i-size));
i:=1;
repeat
p_hash:=p hash+ (ord(buf[i]) -
ord('0")+1) *p_pow;
pP_pow:=p_pow*p;
p_hash:=p hash+ (ord(buf[i+1]) -
ord('0")+1)*p_pow;
pP_pow:=p_pow*p;
res:=res+letters[p hash mod
length (letters)+1];
i:=14+2;
until 1>Nstr;
Hash:=res;
end;

AJMUHUCTPATOp TMEPUOIUYECKU BBIMOJIHSAET MPOBEPKY Oasbl MOIb30BaTeNell U ONOKUPYET YYeTHBIE
3aMiCH, XeII-3HA4eHUs] OT UMEHU KOTOPBIX COBIIAJAIOT C XEII-3HA4eHHsIMU ux mnapoiied. [IpuBenure nmpumep
WMEHU U TIapoJisl JUIsl YUeTHOM 3amucH, KOTOpas yIOBJIETBOPSIET 3aJaHHOM MOMUTHKE 0€30MacHOCTH, HO OyJeT
3a0JI0KHpOBaHa aIMUHUCTPATOPOM B X0J1€ IPOBEPKHU, U OOOCHYHUTE OUEMy.

3adayva 2. CekpemHoe coobuweHue

B ucnonusemsiit daitn PROG.EXE 6bu10 BHeApeHO cekpeTHOe TeKCToBoe coobiueHue. lpu atom cam
(aitn KOppeKTHO BBIMONHIET BCe (QYHKIWHU. M3BECTHO, 4TO IS TOTO, YTOOBI OTMETHUTH MECTO BHEIPEHUS
uH(pOpMalNY, HApYIIUTENb UCIIOIb30BAT METKY pazmepoM 1 Gaift:

Mertka
(1 Gaiit)

CooOmienne

Mertka
(1 Gaiit)

Kaxkoe coobmienne Obu10 BHEIPEHO B (haiin?

K 3a0aue npunacaemcs: ucnonnsemoii paiin PROG.EXE.

3adaya 3. AHmueupyc

JUis BBIABIIEHUS BPENOHOCHOTO KOJAa HEKOTOPBIM AHTUBUPYCOM IIPUMEHSETCS TOJIBKO CHUTHATYpPHBIN
METOJI aHaju3a, IMO3BOJISIIOIIMM BBIMONHATH TOWUCK HM3BECTHBIX CUTHATYp B (ailie myrem mnoOalTOBOIrO
cpaBHeHUsA. Palyl CcYUTAETCS BPEAOHOCHBIM IIPU HAJIMYUU B HEM Y4YaCTKa JAHHBIX, TOYHO COBIIAAAIOLLErO C
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OJIHOM M3 CUTHATyp. Peanu3anus moucka curHatyp onucana B pyHkiuu CheckFile (), KOTOpas BO3BpamiaeT

TRUE npu otcyrcTBuu curHaryp B daiine u FALSE B mpoTuBHOM ciydae.

}

return true;

Cn ITackann
/* BXOIHHE IAPAMETPH: /* BXOIHHE IAPAMETPH:
* FNAME - UMA aHaIM3MpyeMoro daiia * FNAME - UMA aHaIM3upyeMoro dania
* SIGNATURE - curhHarypa (Maccus OalToOB) * SIGNATURE - curhHarypa (mMaccue ©GaliToB)
* SIZE - pasMep CUTHaTypH B Oanrax * SIZE - pasMep CUTHaTypH B OanTax
* *
* BO3BPANAEMOE 3HAUYEHUE : * BO3BPAINAEMOE 3HAUEHUE :
* TRUE - dany He COIEepPXUT CUTHATYPH * TRUE - banyl He COmEepXUT CUTHATYPH
* FALSE - dann comepXuT XOTsa Obl OOHY * FALSE - bann comepxuT XOTsa OB OIOHY
* CUTHATYpPY * CUTHaATYypy
*/ */
bool CheckFile (char* fname, function CheckFile (fname,
char* signature, signature: string;
int size) size: integer): boolean;
{ var
FILE *fin=NULL; fin: file;
char *buf=NULL; ch: char;
int read, check count=0; count read, check count, i: integer;
buf=new char[size]; buf: string;
fin=fopen (fname, "rb"); begin
if (!'fin) assign(fin, fname);
return false; reset (fin) ;
while (! feof (fin)) while true do
{ begin
read=fread (buf, 1, size, fin); buf:="'";
if (read!=size) count read:=0;
break; for 1i:=1 to size do
check count=0; begin
for (int j=0; j<size; J++) if (not eof (fin)) then
{ begin
if (buf[jl==signaturel]j]) read (fin, ch);
check count++; buf:=buf+ch;
else count read:=count read+l;
break; end;
} end;
if (check count==size) if count read <> size then
return false; break;

check count:=0;
for i:=1 to size do
begin
if(buf[i]=signature[i]) then
check count:=check count+l
else
break;
end;
if check count=size then
begin
CheckFile:=false;
Exit;
end;
end;
close (fin) ;
CheckFile:=true;
end;

ba3za curnatyp conepKuT JIBe 3aIHCH:
0x313132
0x3132

[TpoBepka daiina ocymecTBIsIeTCS MOCIEI0BATEILHBIM BBI30BOM (GyHKIMH CheckFile () ausa Kaxaou

CUTHATYpbI U3 0a3bl.
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Kakoe xomudecTBo (haiiioB pasmepom 7 Gaift, cocrosimux Toiabko u3 1udp ot 0 (kox 0x30) mo 9 (kox
0x39) BKJIIOYMUTENIBHO, MOXKET COJIEPXKaTh XOTS Obl OJHY M3 YKa3aHHBIX CHUTHATYp XOTS Obl OJMH pa3, HO
YCIICNIHO MPOXOIUTH MPOBEPKY UMEIOIIUMCS aHTUBUpYcoM? OTBET 000CHYHTE.

3adava 4. Apxue

[IkonpHUK ckayanm ¢ HekoToporo HWurtepHer-pecypca apxuB PROGS.RAR, koTopsiid, coriacHo
MPUBEJICHHOMY Ha CaliTe OMHUCAaHUIO, COJAEPKUT MAKET MPOCTHIX YTUIUT (KaXIOW YTUIIMTE COOTBETCTBYET
poBHO ojnuH HcnojHseMbld (daitn popmara .EXE). Ilocie pacrnakoBku apxuBa IIKOJLHUK OOHAPYKWJI, YTO
gacTh (ailyioB M3 apxuBa 3amu(poBaHa METOAOM «JIBOMYHOIO TaMMHUPOBaHUS», T.€. IYTEM BBITIOJHEHUS
orepanuu «mmoouToBoro uckitoyaromero NMIIN» mexny 6aiitamu ucxomaHoro ¢aina u 6aiiTaMu, MOJy4YCHHBIMH
[IUKITMIECKIM IIOBTOPEHUEM TTOCIIECIOBATEIIbHOCTH HEKOTOPOTO KITFOYA.

3amudpoBannble (aiipl HEe 3aMyCcKalOTCsA, a NpPU TMOMBITKE 3alycka He3amu(poBaHHBIX (ailios,
HEKOTOpPhIE W3 HHUX OJOKUPYIOTCS AHTUBHPYCOM H3-3a HAJIWYUS B HUX IMOJO3PUTEIBHOW CHUTHATYPHI
«0x0A0BOCOF».

[TomoruTe MIKOMBHUKY MOMYYUTh U3 apXvBa MaKCHUMAaJbHOE KOJMYECTBO NPOrpaMM, KOTOPHIMH OH
CMOJKET BOCITOJIB30BAThCS, HE OTKIIIOYAst aHTHBUPYC.

K 3a0aue npunacaemcs: apxus PROGS.RAR, ckauennviii wixonvrnuxom ¢ Mumepunem-pecypca.

3adauva 5. Exploit

Nmeercs nporpamma Ha si3bike C:
void main ()
{
char a[l0];
printf ("BeemuTe cTpoOKy:");
gets(a);
printf ("Ber BBenmu %d cummMmBoJioB", strlen(a));

HpI/I KOMITUJISIWHA TTOJTYHYHIICA cneny}omnﬁ HpOI‘paMMHHﬁ Kon:

Anpec mamstu BbaiiTe! B mamaTu Hx conepxanue

100D123D C2 E2 E5 E4 EB8 Crpoxka «Bseoume cmpoky» ¢ HylIeBbIM OaliTOM B KOHLIE
F2 E5 20 F1 F2
FO EE EA F3 00

100D124cC C2 FB 20 E2 E2 Crpoxa «But 6senu %od cumeonosy ¢ HylneBbIM OaTOM B KOHIIE
E5 EB E8 20 25
64 20 F1 E8 EC
E2 EE EB EE E2
00

100D1261 00 00 00 00 00 maccus a (10 anemenToB turma char)
00 00 00 00 00

100D126B 68 3D 12 0D 10 MarmHHas KOMaH[a, TiepeAaroas aapec CTpoKu «Bseedume
cmpoky» (100D123D) B moanporpammy printf kak mapamerp

100D1270 FF 15 14 72 0D  MamuHHas KOMaHIa, BBI3BIBAIONIAs MoOAmporpammy printf,
10 PaCIONIOKEHHYO 110 ajipecy 100D7214

100D1276 83 C4 04 BcnomorarenrHas ManminHHAS KOMaHA, BBIIOIHIEMAs IIOCHE
BO3BpAIICHUS] W3 TMOANpOrpaMmbl Printf, wumerornei oxuH
rapaMmeTp
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100D1279 68 61 12 0D 10 MamunHags ~ koMmaHja, IepefawImas  rnapaMmerp a,
pacrnojoXeHHbId 1o ajapecy 100D1261, B mogmporpamMmy

gets
100D127E FF 15 10 72 0D MamuvHHasg KOMaHZa, BBI3BIBAIOLIAS MOAIporpammy Qgets,
10 PacCIIOIOKEHHYTO 110 aapecy 100D7210
100D1284 83 C4 04 BcmoMorarensHas MammmHHAsS KOMaHJa, BBITIOJNHSAEMAas IOCIIEe
BO3BpalllcHUS W3 ToAIporpaMmbsl gJets, wumeromei oauH
napameTp

100D1287 68 61 12 0D 10 MamunHags ~ koMmaHja, MepefarIas  MapaMmeTp a,
pacroyiokeHHbI mo aapecy 100D1261, B moamporpammy
strlen

100D128C E8 D5 FD FF FF MaiuHHasi KOMaH/a, BhI3bIBArOIIast moanporpamMmy strlen

100D1291 83 C4 04 BcnomorarenbHas MalidHHAsS KOMaHAA, BBIIOJIHIEMAas IIOCHC
BO3BpAIllEHUS M3 IOAIpOrpaMMel Strlen, mmeromieir omux
nmapameTp

100D129%4 50 MamuHHas KOMaHza, Nepelaplnas BO3BpallacMoe 3HAYEHUE

¢byukuuu strlen B moanporpammy printf kak mapamerp

100D1295 68 4C 12 0D 10 MamuHHas kKOMaH[1a, IepeJarolas agpec CTPOKU «Bul esenu
%d cumeonos» (100D124C) B moamporpammy printf kak

napameTp
100D129A FF 15 14 72 0D  MamuHHas KOMaH[Ia, BBI3BIBAIOIIAs MOAMporpammy printf,
10 PAaCIIOIOKEHHYIO 110 ajapecy 100D7214
100D12A0 83 C4 08 BcnomorarensHas MammnHHAsS KOMAaHAA, BBITOTHIECMAs ITOCHE
BO3BpAllICHUsI M3 MOANPOrpaMmbl Printf, wumeromeit aBa
napaMmeTpa
100D12A3 C3 MamuHHas KOMaH/a, 3aBepIlarllas nporpammy

[Tpumensemast peanuzaius TOANPOrpaMMbI Jets mpuHuMaeT Ha BXO/1 JIt0ObIe TaHHBIe 0€3 OrpaHUYeHUH, B
TOM 4YHCIIe CleluajibHble M HeredaTaeMble CHUMBOINBI (HYIeBOW OalT, CHMBON KOHIIA CTPOKH H T.II.).
OKOHYaHHEM BXOIHOIO IMOTOKA CUUTAETCI KOMOMHAUS 0aiToB «0x0DOA».

YKaXkuTe BXOJHYIO TOCIEI0BaTeNbHOCTh OalWTOB (B IIeCTHAAIATEpUYHOM (opmare), mocie BBOAA
KOTOPOU IporpamMMa BEIBEJIET CTPOKY «A 8 NOAHOU Oe30nacHocmu.




