3adaya 1. Xew-3Ha4eHuUs1

XII MEKPETUOHAJIbHAA
O/IMMITUAJA HIKOJIbBHUKOB
10 UH®OPMATHUKE U
KOMIIBIOTEPHOM BE30OIIACHOCTH

2017 rop,

BAPUAHT 1

9-10 kiaacc

ITonmutuka O6e3omacHoctd OC He MO3BOJISIET 3agaBaTb I YYCTHBIX 3amucell IoJb30BaTeleh mapoJia,
COoBIIagaromue ¢ MX HMMCHaMMU. I[JISI 9TOro mnepen I[OGaBJIeHI/IeM HOBOI'O IIOJIB30BAaTCJIA B 6a3y BbI3bIBACTCA

¢yakuust CheckUser ().

[Ipu ee ycremHOM BBINOJHEHUH (BO3BpalllaeMOE€ 3HAYCHHE =

0) B Oazy

H06aBJI$I€TC$I HOBasd 3alluChb, COACpIKallasd HUMA yquHOﬁ 3alMCU II0JIb30BATCIIA WM XCHI-3HAYCHUC IIapOJId,

MOJIyY€HHOE C TOMOIIbI0 GYHKIIMK Hash () .

Cn

int CheckUser (char* username,
char* password)

{

return 0;
else
return 1;

for (int i=0; i<strlen (username); i++)
{
if ( (username[i] >= 0x30 &&
username[i] <= 0x39) ||
(username[1] >= 0x41 &&
username [1] <= 0x5A7) ||
(username[1] >= 0x61 &&
username[i] <= 0x7A)
)
continue;
else
return 1;
}
for (int i=0; i<strlen (password); i++)
{
if (password[i] >= 0x23 &&
password[i] <= 0x7D)
continue;
else
return 1;
}
if (stricmp (username, password) != 0)

ITackaan
function CheckUser (
var username: string;
password: string) integer;
var i:integer;
begin
for i:=1 to Length (username) do
begin
if( ((username[i] >= #48) and
(username[i] <= #57)) or
((username[1i] >= #65) and
(username[i] <= #90)) or
((username[1i] >= #97) and
(username[1] <= #122))

)

then continue

else
begin
Result := 1;
Exit;
end;
end;
for i:=1 to Length (password) do
if( (password[i] >= #35) and
(password[i] <= #125) )

then continue
else
begin
Result := 1;
Exit;
end;

if ( UpperCase (username) <>
UpperCase (password) )

then Result :=0
else Result :=1;
end;

const char letters[] =

char* Hash (char* str)

{

"abcdefghijklmnopgrstuvwxyzABCDEFGHIJKLMNOP
QRSTUVWXYZ01234567890";

function Hash(str:string[255]):
string[20];

var Nstr,hsize:integer;

var 1i,p hash,p pow,p:word;

var buf:string[255];

var size:integer;
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const int p=31; var letters:string[1l00];
const int Nstr=32; var res:string[32];
const int Hsize=Nstr/2; begin
unsigned short int hash=0, p pow=1; letters:="'abcdefghijklmnopgrstuvwxyz
char buf[Nstr+1]={0}; ABCDEFGHIJKLMNOPQRSTUVWXYZ01234567890"';
int size=0; p:=31;
char *res=new char[Hsize+1]; Nstr:=32;
while (str[size]!='\0' && size<Nstr) Hsize:=Nstr div 2;
{ p_hash:=0;
buf[size]l=str[size]; p_pow:=1;
size++; size:=1;
} while ( (size<=length(str)) and
(size<=Nstr)) do
for (int i=size; i<Nstr; i++) begin
{ buf:=buf+str(size];
buf[i]="A'+(i-size); size:=size+l;
} end;
for (int i=0; 1i<Nstr; 1i+=2) for i:=size to Nstr+l do
{ buf:= buf+chr (ord('A')+ (i-size));
hash+=(buf[i]-'a'+1l) *p pow; i:=1;
res[i/2]=letters[hash%strlen(letters)]; repeat
pP_pow*=p; p_hash:=p hash+ (ord(buf[i]) -
} ord('a')+1l) *p_pow;
res[Hsize]="\0"; res:=res+letters[p hash mod
return res; length (letters)+1];
} p_pow:=p_pow*p;
i:=142;

until i>Nstr;
Hash:=res;

end;
B 6a3e nmonp3oBarenel MpUCyTCTBYIOT CJIEAYIONINE 3aMUCH:
admin rUZxHUUfw90JSFNm
user vYhkB2klurVYYPtqg
operator pS8HIUgmrJ60zZO0rk
manager ng3JfGZ0TQzmCtS5
root SQUsDRwnsAf90HNO
B xoze npoBepku amiMUHUCTPATOP BBISBIII CIy4ad BO3MOKHOT'O HAPYIIICHUS TIOJTUTUKH 0€30MacHOCTH.
Omnpenesnre:

a) TOJIb30BaTENeH, Ui KOTOPBIX ObLIM OOHAPYKEHBI HAPYLICHMUS,
0) NpUYMHBI BOBHUKHOBEHUS HAPYIICHUH.

3adayva 2. CekpemHoe coobuweHue

B ucnonusemsiit daitn PROG.EXE 6bu10 BHeZpeHO cekpeTHOe TeKCToBoe coolieHue. [lpu aTom cam
(aitn KOppeKTHO BBIMONHIET BCe (QYHKIWHU. M3BECTHO, YTO IS TOTO, YTOOBI OTMETHUTh MECTO BHEIPEHUS
uHpOpMalUY, HAapYIIUTeIb UCIONb30Ball 1-0aliTHYI0 METKy, 1mociie KOTOpOH MIET COOOIIeHHE pa3MepoM J0
10 GaiiT:

| Merka (1 6aiit) |  Coobuenue (10 6aiit) |

Kaxkoe coobmienne Obu10 BHEIPEHO B (haiin?

K 3a0aue npunacaemcs: ucnonnsemorii pain PROG.EXE.
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3adaya 3. AHmueupyc

Jlnsi BBISIBIICHHUS] BPEJOHOCHOTO KOJIa HEKOTOPHIM AaHTHBHPYCOM INPUMEHSETCS TOJBKO CUTHATYPHBIN
METOJl aHajM3a, IO3BOJIAIONIMK BBHINOIHATH MOUCK HW3BECTHBIX CUTHATyp B (aiie myrem moGaiToBOrO
cpaBHeHHs. Daiin cuMTaeTcs BPEJOHOCHBIM NpPU HAJUYMU B HEM YYacTKa JAHHBIX, TOYHO COBMAJAIOIIETO C
OJIHO M3 curHaryp. Peannzanus moucka curaatyp onvcana B GyHkiun CheckFile (), KoTopast BO3BpalaeT
TRUE npu otcyrcrBuu curHaryp B daiine u FALSE B mpoTuBHOM ciydae.

Cu ITackanab
* BXOIHHE ITAPAMETPH: /* BXOJHHE ITAPAMETPH:
* FNAME - UMA aHaIMsupyeMmoro odaiiia * FNAME - UMA aHaIMs3upyeMoro dania
* SIGNATURE - curHartypa (mMaccuB OamuTOB) * SIGNATURE - curhatypa (mMaccuB ©OamToB)
* SIZE - pasMep CUTHaTypH B Oanrax * SIZE - pasMep CUTHaTypH B OanTax
* *
* BOSBPANAEMOE 3HAYEHME: * BOS3BPANAEMOE 3HAYEHIE :
* TRUE - Qany He COIepPXUT CUTHATYPH * TRUE - Qaiy He COHOepPXUT CUTHATYPH
* FALSE - ¢ann comepXmuT XOTA O OOHY * FALSE - Galyn ComepXuT XOTA O OOHY
* CUTHATYPY * CUTHATYPY
* / * /)
bool CheckFile (char* fname, function CheckFile (fname,
char* signature, signature: string;
int size) size: integer): boolean;
var
FILE *fin=NULL; fin: file;
char *buf=NULL; ch: char;
int read, check count=0; count read, check count, i: integer;
buf=new char[size]; buf: string;
fin=fopen (fname, "rb"); begin

if (!'fin)

return false;
while (! feof (fin))
{

read=fread (buf, 1, size, fin);
if (read!=size)
break;
check count=0;
for (int j=0; j<size; Jj++)

{
if (buf[jl==signaturelj])
check count++;
else
break;
}
if (check count==size)
return false;
}

return true;

assign(fin, fname);
reset (fin) ;
while true do
begin

buf:="'";

count read:=0;

for 1i:=1 to size do

begin
if (not eof (fin)) then
begin
read (fin, ch);

buf:=buf+ch;
count read:=count read+l;
end;
end;
if count read <> size then
break;
check count:=0;
for i:=1 to size do
begin
if(buf[i]=signature[i]) then
check count:=check count+l
else
break;
end;
if check count=size then
begin
CheckFile:=false;
Exit;
end;
end;
close (fin);
CheckFile:=true;
end;
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Kakoe xomudecTBO (haiiioB pasmepom 7 Gaift, cocrosimux Toiabko u3 1udp ot 0 (kox 0x30) mo0 9 (kox
0x39) BKJIIOYHMTEIFHO, MOXKET COZEpkKaTh TpeX-0aiToByl0 curHatypy «0x313231» XOTS OBl OAMH pa3, HO
YCIIEIITHO TPOXONTH MPOBEPKY aHTHBHUpYcoM? OTBET 00OCHYITE.

3adaya 4. Apxus

[IkonpHUK ckayanm c¢ HekoToporo HWurtepHer-pecypca apxuB PROGS.RAR, koTopsiid, coriacHo
MIPUBEJCHHOMY Ha CaiiTe OMHCAaHUIO, COJAEPKUT MAaKET MPOCTHIX YTUIUT (KaXXAOW YTUIUTE COOTBETCTBYET
POBHO OJMH HcHONHsAeMbIH ¢aitn popmara .EXE). Ilocne pacnmakoBku apXuBa IIKOJIBHUK OOHAPYXKHII, YTO
yacTh (ailyioB M3 apxuBa 3amu@poBaHa METOAOM «JIBOWYHOIO TaMMHUPOBAHUS», T.€. MYTEM BBIIOJHEHUS
orepanuu «moduToBoro uckiovaromero NJINy» mexny 6aiitamu ucxoaHoro daiina u 6aiiTamu, NOTyYCeHHBIMUA
LUKIMYECKIM ITOBTOPEHUEM MOCIEI0BATEIbHOCTH JIBYX 0aiiTOB Kitoua «0xB6 9D .

3ammdpoBanHble (ailibl HE 3alyCKaroTCs, a IMPU IMOMBITKE 3alycKa He3amH(pOBaHHBIX (HAMIIoB,
HEKOTOphIE U3 HHUX OJOKUPYIOTCS AaHTUBHPYCOM H3-3a HAJIWYUS B HUX [OJIO3PUTEIBHOM CHUTHATYPHI
«0x0AOBOCOF».

[TomMoruTe MKOJIBHUKY IMONYYUTh W3 apXMBa MAKCUMAIbHOE KOJHMYECTBO IMPOrPaMM, KOTOPHIMH OH
CMOYKET BOCIIOJIb30BAThCSI, HE OTKIIIOYasi aHTUBUPYC.

K 3a0aue npunacaemca: apxuse PROGS.RAR, ckauennvlii wixonvnuxom ¢ Mumepnem-pecypca.

3adavya 5. KoHmponb eepculi

B cucreme pasBepHyTa MHKpPEMEHTHAasi CUCTEMa KOHTPOJS BEPCHUM, XpaHsIlas HCXOJIHbIE 3HAYCHUS
KOHTPOJIUPYEMBIX (DaiJIOB U UX U3MEHEHHS B BUJIE KOHTPOJIBHBIX TOYEK, [0 KOTOPHIM BO3MOXKHO BOCCTAaHOBUTH
TeKyIlee coaepkumoe (aitnos.

st paiina config. txt B cUCTEME COXPAHEHO 5 KOHTPOJIbHBIX TOYCK:

35 57 38 64 39 6F 3A 77 3B 73 3C 37
D3 54 D4 52 D5 55 D6 45 D7 22 D8 00
DA 35
D8 0D D9 OA DA 75 DB 73 DC 65 DD 72 DE 3D DF 22 EO 72 E1 6F E2 6F E3
74 E4 22
5) 96 38 98 32 C2 38 C4 31
Conepxumoe (aiina mocne 3-if KOHTPOJIBHO#M ToukH npuBeaeHo (config. txt .backup. 3). BoccranoBute
coniep;kuMoe (paiina mociue 5-if KOHTPOIBHOM TOUKH.

K 3adaue npunacaemcs: ucxoownwviti ¢aiin CONFIG.TXT u ¢paiin nocne mpemveii KOHmMporbHOU mMoOUKU

CONFIG.TXT.BACKUP.3.




