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3agaua 1. CouHeunblii mmudp
Bapuanm 1

Otnen nHpOPMAIIMOHHON 0€30MaCHOCTH TEPEXBAaTHII MOJ03PUTEILHBIC TTHCbMa OT OJHOTO W3
COTPYJIHUKOB KOMIIAHMM Ha TOJO3PUTEIBHBIN MOYTOBBIA smuK. [Tuckma Bcerga comepikaliud BpeMs,
CTPaHHYIO IOCIIEIOBATEILHOCTH CUMBOJIOB M BJIOXKECHHE ¢ TeoMeTpudeckor ¢urypoid. Bot mocnennee
coo0I1eHne, KOTOPOoe yJanoch NepeXBaTUTh:

«B — 12 uacos, u — 25-35 munym, 6y0y scoamo mebs

O TN AN

B xonme ananmsa orzaen MHGOPMAIMOHHONW 0€30IIaCHOCTH HE CMOI pacmu(poBaTh 4acTb, IE
BCTPEYAIMCh CTPAHHbIE CUMBOJIBL. BbUIO yCTaHOBJIEHO, UTO 3TO MOOUTast KOAUPOBKA, OTHAKO MOCJIE ITHX
cooOmieHnit ObUTM 3a()UKCUPOBAHBI YTEUKH KOH(GUACHIIMATbHON HHPOopMauu. Takxke, BO BIOKEHHH K
NUChMY OblIa PUKPEIJIEHA KAPTUHKA CO CTPAHHOM reoMeTpruecKoi (purypoil u pacrnosioKeHHbIMH Ha
Hel OykBamu (pUCYHOK 1).

Pucynoxk 1 — Ctpannasi reomeTpuueckas purypa

Otnen wuHpOpMAMOHHON 0€30MaCHOCTHM CUMUTAET, YTO C IOMOUIbIO 3TOM GUIypsl U
NPEJOCTaBIEHHOIO0 THCbMa MOXHO pacuMdpoBath cooOmeHue. Bama 3agaya Ha OCHOBe
MNpeaAOCTAaBJICHHBIX  OAHHBIX  YCTAHOBUTH MECTO OqepeﬂHOﬁ nepeaadun KOHq)HI[CHIIH&HBHOfI
uHpopmanuu. B oTBeTe ykaxkuTe HCX0AHOE COOOIIEHHE.

Pemenue

Jlyig Havana mpoaHaJIM3upyeM MpeCTaBICHHbIE TUCHMO U BIOKEHHUE U MOIMEM, 4TO BCe OYKBbI
COOTBETCTBYIOT Kakoi-nmubo ¢urype BHyTpu oaHOM Oonbmoi ¢urypsl. Ecim HaunHaTh
pacpoBbIBaTh «B J1I00», TO HUYETO OCMBICIEHHOTO MBI HE MOJIy4aeM:

«O aBLCKU3 HOOO—-—-MO».

Ecnu BunTathcd B yClOBHE 3aJ1ayd, TO HaM HM3BECTHO, YTO COTPYJIHHUK KaXKIbIM pa3 MpUCHUIAI
BpeMs U BioxkeHHe. OTCroa MOKHO CENaTh BBIBOJ, YTO BPEMS U BJIOXKEHHUE KAK-TO B3aUMOCBS3aHBI.
KonnuecTtBo OykB IO BHEIIHEMY MEpUMETPY F€OMETpUYecKoi (Urypbl paBHO 12, 4TO COBMAJaeT C
KOJINYECTBOM 4acoB Ha 1udepoiate yacoB. KoianuecTBo OykB BO BHYTPEHHEM ILIECTHYTOJILHUKE — 6,
YTO PaBHAETCS KOJWYECTBY MPOMEXYTKOB o 10 MMHYT B omHOM yace. M3 3TOro momywaercsi, 4to
BHEIIHUH KpPyr HE0OXOAWMO MOBEPHYTHh Tak, YTOObI OyKBa «B» CTOsU1a Ha 12 4acoB, T.K. B MHCbMeE
yKa3aHo: «B — 12 4acoB», a BHYTPEHHUI IIECTUYTOJIbHUK HYXHO MOBEPHYTh TaK, YTOOBI OyKBa «u»
CTOsUIa B NMPOMEXYTKE 25-35 MUHYT, T.K. B MHCbME yKa3aHO: «M — 25-35 munyT». Mckomas ¢urypa
OyJIeT BBITIISAETh CISAYIOMNUM 00pa3oMm:
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e/é

Tenepp MOXHO TpUCTYnHTh K pacuppoBke. Mecto, rA€e OynyT mnepeaaBaTbCs
KOH(HIEHIMATIbHBIC TAaHHBIE - KB HAUYHOM IIepeyIIKey.

OTtBer: B Ja4YHOM HepeyJike

Bapuanm 2

Otnen mHpOpPMAIMOHHON 0€30MAaCHOCTH TMEPEeXBATUI MOAO3PUTENbHBIE MUChMa OT OJHOTO U3
COTPYHUKOB KOMITAHWM Ha TOJO03PUTEIBHBIN MOYTOBBIA smuK. [Inchbma Bcerma comepikand Bpems,
CTpaHHYIO MOCJIEIO0BATEILHOCTh CUMBOJIOB U BJIOXEHHE ¢ reoMeTpudeckor ¢purypoit. Bor mocnennee
CO0011IeHnEe, KOTOPOE YJAJIOCh IEPEXBATUTD:
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«B — 6 yacos, u — 5-15 munym, 6yoy sicoame meosi

AON o, O SN

B xone ananmmsa otnen mHGOpMalMOHHOM 0€30MacHOCTH HE CMOr paclin@poBaTh 4acTb, /1€
BCTPEYAJINCh CTPAHHbIE CUMBOJIBL. BBUIO yCTaHOBJIEHO, UTO 3TO MOOUTAs KOAUPOBKA, OJTHAKO MOCIIE ITHX
cooOuieHnit ObuN 3a(hPMKCUPOBaHbl YTEUKH KOH(pUAeHIMaIbHOH nHpopManuu. Takxke, BO BIOKEHUH K
NUChMY ObliIa MPUKPETIJICHA KAPTUHKA CO CTPAHHOM reOMETPHUECKOM (DPUTYPOil M pacrooKEHHBIMH Ha
Hel OykBam#u (PUCYHOK 1).

Pucynoxk 1 — Ctpannasi reometpuueckas purypa

Otnen wuHpOpMAMOHHON 0€30MaCHOCTHM CUMUTAET, YTO C IOMOUIbIO 3TOH GUIypsl U
IPEJOCTaBIEHHOIO0 MHCbMa MOXHO pacuMdpoBath cooOmeHnue. Bama 3amaya Ha OCHOBE
MNpE€aAOCTAaBJICHHBIX  OAHHBIX  YCTAHOBUTH MECTO OqepeﬂHOﬁ nepeaayun KOHq)HI[GHIIH&HBHOfI
uHpopmanuu. B oTBeTe ykaxkuTe HCXOAHOE COOOIIEHHE.

Pemenne

Jlnis Havasia MpoaHaIU3UPYyeM MPECTaBICHHbBIE TMCbMO U BIOXEHHE U MOMMEM, 4TO BCe OYKBbI
COOTBETCTBYIOT KakoW-1Mbo ¢urype BHYyTpu OJHOW Oonbmod ¢urypsl. Eciu HaumHath
pacpoBbIBaTh «B J100», TO HUYETO OCMBICIEHHOTO MbI HE MOJIy4aeM:

«a 3Omr YXHQBITTID .

Ecnu BuMTaThCs B yCIOBME 337aud, TO HAM M3BECTHO, YTO COTPYAHMK KaXAbld pa3 MpHuchbLIal
BpeMs U BioxkeHue. OTCroa MOKHO CENIaTh BBIBOJ, YTO BPEMS U BIOXKEHHUE KAK-TO B3aHUMOCBS3aHBI.
KonnuecTtBo OykB IO BHEIIHEMY MEPUMETPY reoMeTpUuecKoi (urypsl paBHO 12, 4TO coBmajgaer ¢
KOJINYECTBOM 4acoB Ha 1udepoiate yacoB. KoanuecTBo OykB BO BHYTPEHHEM ILIECTHYTOJIbHUKE — 6,
YTO PaBHAETCS KOJWYECTBY MPOMEXYTKOB o 10 MuHYT B omHOM yace. M3 3TOro momywaercsi, 4to
BHEIIHUN KPYyr HEOOXOIMMO MOBEPHYTh TaK, YTOObI OyKBa «B» CTOsja Ha 6 4acoB, T.K. B MHUCbMeE
yKa3aHo: «B — 6 4acoB», a BHYTPEHHUI LIECTUYTOJIbHUK HYXHO MOBEPHYTh TaK, YTOObI OyKBa «u»
CTOsUIa B IPOMEXYTKE 5-15 MUHYT, T.K. B TUCbME yKa3aHO: «H — 5-15 MunyT™». Mckomas ¢urypa Oyner
BBITJISIZIETH CIAEAYIOIINM 00pa3oMm:
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Tenepp MOXXHO TpUCTYNnHTh K pacuppoBke. Mecto, rA€e OynyT mnepeaaBaTbCs
KOH(HIEHIIMATIbHBIE TAaHHbIE - «B kKabe WTpymesby.

Otsert: B Kade mrpynenb
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2024/2025 yueOHsIii rof

3aKII0OYATENbHBIH dTAll

11 xnacc

Tadaunma cuMBOJIOB

3agaua 2.

B mnpenmnonaraeMoM MecTe BCTpeud areHTa Obul HaiijieH HOyTOyk. B xome anamusza ero
CoZIep>KUMOTo OblIa OOHapy>keHa Tabiuia cuMBOJIOB (Tabauna 1) 1 CKpUHIIOT (GOopMYJIBI (PUCYHOK 1).

Bapuanm 1

v

DKcnepTaMu yCTaHOBJICHO, YTO B TAOJIMIIE CUMBOJIOB CKPBIT IIApOJIb OT paboydero cTosia HoyToyKa,

Kaxjaas 6yKBa KOTOPOI'0O HaXO4UTCA Ha OMPECACIICHHO

hopmyJbL.

U IIO3UIIUH, BBIYHCIISIEMOM C IMOMOIIBIO YKA3aHHOU

Tabmauua 1 — Taduuma CUMBOJIOB

OmnpeenuTe Maposib, €CIM U3BECTHO, YTO KOOPAWHATHI IIEpBOro cuMBoda: (Xo, Yo) = (5, 6), mmHa
9 10

mapoJjt — 13 CHUMBOJIOB, U IIapOJIb ABJISACTCA OCMBICIICHHBIM CJIOBOM. B otBeTe YKaXXUTE CaM I1apoJib

Y 3HAYCHUSI TApaMeTPOB POPMYIIBI.
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Pucynok 1 — ®OpMyIIbl BEIYHMCIIEHHS KOOPAMHAT CHMBOJIOB,

Xi+1
Yi+1

mod — omeparus ocTaTKa OT JIEJICHUs,
| — mooburosoe MJIN (OR).
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Pemenune

Jlist penieHust HeoOX0UMO TTO00PaTh TaKKUE a M b, 111 KOTOPBIX OyI€T BHIUMCIECH OCMBICIICHHBIN
napoib. BpyuHyr 3TO JenaTe O4Y€Hb JOJr0. [l 3TOro MOKeM HamucaTh Nporpammy, KOTopas
paccyMTaeT cJIoBa JUIMHHOW 13 CMMBOJIOB TSl BCeX, & U b o popmyiaM BEIYUCICHHUS KOOPIMHAT.

def solve password with table(x0, y0, letter table, target length=13):

for a in range(32):
for b in range(32):
password = ""
x, y = x0, yO0
coords = [] # COMCOK Ijig XpPaHeHUs KOOPAMHAT IJisS KaXIoT'o CUMBOJIA
# BeiBOOMM mnepByk koopimHaTy (x0, vyO0)
try:
char = letter tablely] [x]
password += char
coords.append ((x, y)) # HoBaBisgeM NEepPBY0D KOOPOMHATY
except IndexError:
password = ""
coords = []
print (f"a={a} b={b}, IHaposnb: Oumbka: BHXOIO 3a I'PaHMlE Tadumuue")
print ("-" * 20)
continue # IllepexomuM kK cJjenyoumel KoMOMHALUM & U D
# PaccuuMTHIBAEM OCTAaJIbHEIE KOOPIMHATH
for  in range(target length - 1):
x= ((x + (a ** 2)) ** ((a | x)) + a)
y ((y + (b ** 2)) ** ((b | y)) + b)
try:
char = letter tablely] [x]
password += char
coords.append ((x, Vv)) # IobBamByigseM KOOPIMHATH
except IndexError:
password = ""
coords = []
break
print (f"a={a} b={b}, IHapomb: {password}")

letter table = [
['A', 'B', lBl’ ll’!l’ 'H'I lEl’ IEII l)Kl’ '3', 'M', 'M', 'K', '\]_[', IMI, IHI, IOI,
'A', lBl’ lBl’ ll’!l’ IILI’ lEl’ IEII l)Kl’ l3l’ 'M', l]7[l’ 'K', IJ‘[I’ IMI, IHI, IOI],
[IHI, IPI, ICI, ITI, lyl, I(I)l, IXI, IHI, lq!, !LH!, ‘U-L‘I !I'b!, ‘]JI', 'b', lol, 'IO',
IHI, IPI, ICI, ITI, lyl, I(I)l, IXI, IHI, lql, ILH!, ‘U-L‘I !I'b!, !bI!, !bl, lol, 'IO'],
['H', 'A', 'B', lBl’ ll’!l’ lHl’ lEl’ IEII l)Kl’ l@l’ 'M', l]7[l’ IKI, '\]_[', IMI, IHI,
'H', lL[l’ 'B', lBl’ ll’!l’ lHl’ lEl’ IEII l)Kl’ '3', 'M', l]7[l’ 'K', '\]_[', IMI, IHI],
['O', lHl’ lPl’ lCl’ lTl’ lyl’ l®l’ lql’ lL[l’ lql’ lHll’ lH_LI, lrbl, l:bIl, lbl, '9',
'O', IHI, IPI, ICI, ITI, lyl, I(I)l, lql, IHI, lq!, !LH!, ‘U-L‘I !I'b!, !bIl, lbl, l9l],
['}O', IHI, IAI, IHI, IBI, IPI, lﬂl, IEI, IE!, !)K!, !3!, !M!, !ml, 'K', 'J-[', lMl,
'}O', lﬂl’ 'A', 'H', lBl’ ll’!l’ 'H'I lEl’ IEII l)Kl’ '3', 'M', l]7[l’ IKI, '\]_[', IMI],
] ] ] 1 1 1 1 1 1 ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] Al Al Al Al Al Al Al
[ H 14 O 14 H 14 P 14 C 14 T 14 y 14 ® 14 X 14 L[ 14 L[ 14 H-[ 14 H—L r rb r ])I r b r
lHl’ lOl’ lHl’ lPl’ lCl’ lTl’ lyl’ l®l’ le’ lL[l’ lL[l’ lHll’ lH_LI, lrbl, l:bIl, lbl],
[191, '}O', lﬂl, lAl, IBI, IKI, IPI, lﬂl, lEl, 'E', l)Kl, '3', IM!, |C!, |K!, |J‘[!,
191, '}O', lﬂl, lAl, IBI, IKI, IPI, lﬂl, IEI, 'E', l)Kl, '3', lMl, IH!, |K!, |J‘[|],
[IMI, lHl, 'O', lHl, IPI, ICI, ITI, lyl, IHI, IXI, IHI, lql, IH_[I, IH_LI, lrbl, lbIl,
lMl, lHl, 'O', lHl, IPI, ICI, ITI, lyl, IHI, IXI, IHI, lql, lml, IH_LI, lrbl, IBII],
] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ) ) ) T ) ) ) Al Al Al IRVAl Al Al
[ b 4 9 4 }O 4 H 4 A 14 B 14 B 14 P 14 H 14 E 14 E 14 >K 14 3 14 M 14 M 14 E 14
lbl, 191, '}O', lﬂl, IAI, IBI, IBI, IPI, lﬂl, lEl, 'E', l)Kl, '3', IM!, |m!, |E|],
[lﬂl, lMl, lHl, 'O', IHI, IPI, ICI, ITI, lyl, l@l, le, 'H'l lq!, |LH!, |LH'!, H‘b!,
IJ’III 'M', lHl’ lol’ 'H', lPl’ lCl’ lTl’ lyl’ l@l’ le’ lL[l’ lql’ IH_[I’ lH_Ll’ lrbl]’
[lbll’ lbl’ l9l’ l}Ol’ 'H', 'A', 'B', lBl’ ll’!l’ IHII lEl’ IEII l)Kl’ lMl’ lMl’ lﬁl’
lbll’ lbl’ l9l’ l}Ol’ 'H', 'A', 'B', lBl’ ll’!l’ IHII lEl’ IEII l)Kl’ lMl’ lMl’ lﬁl]’
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['K', 'ﬂ', 'M', 'H', 'C" 'H" 'P" 'C" 'T', 'y', 'q)', 'X', 'H‘, ‘q‘, ‘H.[‘, ‘H_L‘,
'K', 'J’I', 'M', 'H', 'C" 'H" 'P" 'C" 'T" 'y" '@" 'X" 'L[" 'q‘, |H_‘[|, |H_‘L|],
[ll‘bl, IHI, lbl, IMI, l}Ol, IF-[I, IAII 'B'/ 'B'/ 'I"/ lﬂl, lJ‘[l, IEI, l)Kl, IBI, IMI,
ll'bll IHI, lbl, ISI, l}ol, IF-[I, IAII 'B'/ 'B'/ 'I"/ lﬂl, IAII IEII l)Kl, IBI, IMI],
[IVII, IKI, IEI, IMI, 'H'/ 'O'/ 'H'/ 'P'/ lcl, 'T'/ lyl, l@l, IXI, lul, lql, IHII,
']7[', 'K', 'E', 'M', 'H" 'O" 'H" 'P" 'C" 'T" 'y" '@" 'X" 'H‘, |q|, |H_‘[|],
['H_L', 'I'b', VBI', 'b', '9" '}O" 'H" 'A" 'B" 'T" 'T" 'n" 'E‘, |E|, |>K|, |3|,
lHll, ll'bll IHI, lbl, '3'/ l}Ol, IF-[I, IAII 'B'/ 'T'/ 'T'/ lﬂl, 'E'/ IEI, l)Kl, IBI],
[IHI, lml, IKI, IHI, 'M'/ 'H'/ 'O'/ 'H'/ 'P'/ lcl, 'T'/ lyl, l@l, IXI, lul, lql,
IHI, IVII, IKI, IHI, 'M'/ 'H'/ 'O'/ 'H'/ 'P'/ lcl, 'T'/ lyl, l@l, IXI, lul, lql],
['A', 'E', 'B', 'I\', 'ﬂ" 'E" 'E" 'M" '3" 'M" 'M" 'K" 'J‘[‘, |M|, |H|, |C|,
'A', 'E', 'B', 'I\', 'IL" 'E" 'E" ')K" '3" 'M" ']’7[" 'K" 'J‘[" 'M‘, |H|, |M|],
[IHI, IPI, ICI, ITI, lyl, l@l, 'X'/ IHII lql, ILHII 'H—['/ ll'bll lbIl, lbl, IOI, IIOI,
IHI, IPI, ICI, ITI, lyl, l@l, 'X'/ IHII lql, ILHII 'H—['/ ll'bll lbIl, lbl, IOI, IIOI],
['H', 'A', 'E', 'B', 'P" 'H" 'E" 'E" ')K" '3" 'M" ']’7[" 'K‘, |J'[|, |M|, |H|,
'H', 'A', 'E', 'B', 'I\" 'H" 'E" 'E" ')K" '3" 'M" 'M" 'K" 'J‘[‘, |M|, |H|],
['O', 'H', 'P', 'C', 'T" 'y" '@" 'q" 'L[" 'q" 'Hl" 'H_L" 'Fb‘, |bI|, |b|, |9|,
IOI, IHI, IPI, ICI, ITI, lyl, l@l, lql, IHI, lql, ILHI, IH_LI, ll'bll lbIl, lbl, l9l],
[l}ol, IHI, IAI, IHI, IBI, IPI, IHI, IEI, IEI, l)Kl, |3|, IMI, lml, IKI, IJ'II, IMI,
'}O" 'H" 'A" 'H" 'Bl’ lI\l’ IHII lEl’ lEl’ l)Kl’ l3l’ 'M', 'M', IKV, lJ‘[l, lMl],
['H" 'O" 'H" 'P" 'Cl’ lTl’ lyl’ l@l’ le’ IHII IHII l]l‘[l’ IH_‘LV, lrbl, lbIl, lbl,
'H" 'O" 'H" 'P" 'Cl’ lTl’ lyl’ l@l’ le’ IHII IHII l]l‘[l’ IU_‘LII lrbl, lbIl, lbl],
[ISI, IEOI, IHI, IAI, IBI, IBI, IPI, IHI, IEI, IEI, l)Kl, |3|, IMI, lml, IKI, IJ'II,
ISI, l}ol, IHI, IAI, IBI, IBI, IPI, IHI, IEI, IEI, l)Kl, |3|, IMI, lml, IKI, IJ'II],
['M" 'H" 'O" 'H" 'Pl’ lCl’ lTl’ lyl’ lHl’ le’ IHII lql’ IH_‘[', lH_‘L', lrbl, lbIl,
'M" 'H" 'O" 'H" 'Pl’ lCl’ lTl’ lyl’ lHl’ le’ IHII lql’ l]l‘[l’ IH_‘LV, lrbl, lbIl],
['b" '9" '}O" 'H" 'Al’ lBl’ lBl’ lI\l’ IHII lEl’ IEII l)Kl’ l3l, lMl, lﬁl, lEl,
lbl, ISI, IEOI, IHI, IAI, IBI, IBI, IPI, IHI, IEI, IEI, l)Kl, |3|, IMI, lml, IEI],
[IHI, IMI, IHI, IOI, IHI, IPI, ICI, ITI, lyl, l@l, IXI, IHI, lql, lml, ILH'I, lI'bl,
'J’I" 'M" 'H" 'O" 'Hl’ lPl’ lCl’ lTl’ lyl’ l@l’ le’ IHII lql’ IH_‘[', lH_‘L', lrbl],
['BI" 'b" '9" '}O" 'Hl’ IAII lBl’ lBl’ lI\l’ IHII lEl’ IEII I>I<l, lMl, lMl, lﬁl,
'BI" 'b" '9" '}O" 'Hl’ IAII lBl’ lBl’ lI\l’ IHII lEl’ IEII l)Kl’ IMV, lMl, lﬁl],
[IKI, IHI, IMI, IHI, ICI, IHI, IPI, ICI, ITI, lyl, l@l, IXI, lul, lql, lml, ILH'I,
IKI, IHI, IMI, IHI, ICI, IHI, IPI, ICI, ITI, lyl, l@l, IXI, IHI, lql, lml, ILH'I],
['I‘b" VBI" 'b" 'M" 'IOI, IHII IAII 'B', lBl’ ll’!l’ IHII IJ‘[I’ IEV, l)Kl, l3l, lMl,
'I'b" 'bl" 'b" '9" '}0', IHII IAII 'B', lBl’ ll’!l’ IHII IAII lEl’ l)Kl, l3l, lMl],
['M" 'K" 'E" 'M" 'Hl’ lol’ lHl’ lPl’ lCl’ lTl’ lyl’ l@l’ le, lHl, lql, 'H_[',
'm', 'K', 'E', 'M', 'H', 'O', 'H', 'P', 'C', 'T‘, ‘y‘, ‘(D‘, ‘X‘, ‘Hl, lql, lml],
['U_L', 'I'b', 'H', 'b', '3', '}O', 'H', 'A', 'B‘, ‘T‘, ‘T‘, "H‘, ‘El, lEl, l)Kl, l3l,
'Hl" 'I'b" VBI" 'b" '9', IIOII IHII IAII 'B', lTl’ lTl’ IHII lEl’ IEV, l)Kl, VBV],
['J’I" 'M" 'K" 'J’I" 'Ml’ lHl’ lol’ lHl’ lPl’ lCl’ lTl’ lyl’ l@l, le, lHl, lql,
'J’I" 'M" 'K" 'J’I" 'Ml’ lHl’ lol’ lHl’ lPl’ lCl’ lTl’ lyl’ l@l’ le, lHl, lql]
]

# BanyckaeMm pelleHMe C BamaHHBEMU NapaMeTpaMu ¥ Tabjauient
solve password with table (5, 6, letter table)

BunuwMm, uro Ham nogxoasaT a =18 u b = 13, Tak KaKk 3TO €IMHCTBEHHAs CTPOYKA C OCMBICTICHHBIM
TekcToM «KITACCUDOUKALI S ».

OtBer: KIJACCHOUKAIIUA,
a=18,b=13

Bapuanm 2

B mnpennonaraemoM MecTe BcTpeud areHTa Obul HaiineH HoyTOyk. B xone ananmmsa ero
COJZIEP>KUMOT0 Obli1a OOHapykeHa Tabyinia CUMBOJIOB (Tabnuia 1) u CKpUHIIOT GOopMyJIbl (pUCYHOK 1).
DKcrepTaMy yCTaHOBJIEHO, UTO B Ta0JIMIIe CHMBOJIOB CKPBIT MApOJb OT paboyero crona HoyToykKa,
Kaxk7asi 0ykBa KOTOPOIo HAXOJAUTCS Ha ONpeAeNIEHHON MO3UINH, BEIYUCIISIEMOM C TIOMOILBIO YKa3aHHOM

bopmybL.
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3aKII0OYATENbHBIH dTAll

11 xnacc

Omnpeenure maposib, €CIM U3BECTHO, YTO KOOPAMHATHI TIEpBOro cuMBoda: (Xo, Yo) = (8, 3), mimHa
napoist — 12 CUMBOJIOB, M HIApOJIb SABJISAETCS OCMBICICHHBIM CJIOBOM. B OTBeTe yKaKMTe caM Mapolib

Y 3HAYCHHUSI TApaMEeTPOB (POPMYIIBI.

Tabmauua 1 — Tabuuma CUMBOJIOB
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((x; + a®)*!1%i + a ) mod 32,
((y; + b)P1Yi + b) mod 32
Pucynok 1 — ®opMyIibl BBIYUCICHHUSI KOOPAWHAT CHMBOJIOB,

Xi+1
YVi+1

| — mo6urooe NJIN (OR).

mod — omepariust 0OCTaTKa OT Je/ICHHS,
Jlist peniennst He0OX0UMO TTOA00PaTh TAaKKUE a U b, 111 KOTOPHIX OyI€T BEIUMUCIIEH OCMBICIICHHBIN

napoib. BpyuHyro 3T0 aenath oueHb Joaro. s 3TOro MoXeM HamucaTh Mporpammy, KOTopas
paccuuTaeT cioBa JUIMHHOM 13 cMMBOJIOB JUIs BeeX, @ U b o (opMysiaM BBIYKCIEHHS KOOPIUHAT.

Pemenne

=13):

target length

letter table,

vO,

def solve password with table (x0,

for a in range(32):

for b in range(32):

y0

password

y = x0,

Xy
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coords = [] # CnmMcok mjig XPaHEeHMS KOOPAMHAT IJIg KaxXIoI'0 CUMMBOJIA
# BeiBOOMM mnepByi koopimHaTy (x0, vyO0)
try:

char = letter tablely] [x]
password += char
coords.append((x, y)) # HobGaBisgeM NEepPBYK KOOPIMHATY
except IndexError:
password = ""
coords = []
print (f"a={a} b={b}, Iaponb: OmmbOkKa: BHEHXOI 3a T'PAaHMULLE TabJaMUIE")
print ("-" * 20)
continue # IllepexomuM K cJjenyoumel KoMOMHALUM a U D
# PaccumMTHBAeM OCTAaJIbHEIE KOOPIOMHATEH
for in range(target length - 1):
x = ((x + (a ** 2)) ** ((a | x)) + a) %
y = ((y + (b ** 2)) ** ((b | y)) + b) %
try:
char = letter tablely] [x]
password += char
coords.append((x, y)) # IHoBaBmsgeM KOOPIMHATH
except IndexError:
password = ""
coords = []
break
print (f"a={a} b={b}, Iaposnb: {password}")

letter table = [
[IHI, IIOI, ISI, lbl, IHI, ll'bl, IH_[I, IH_[I, lql, IHI, IOI, l@l, lyl, ITI, ICI, IPI,
IHI, 'EO', ISI, lbl, lbIl, IIBI, lml,vlml, lql, lul, 'O'/“'®'/ lyl, ITI, ICI, lPI},
['H', lOl’ lHl’ lMl’ lJ’Il’ 'K', 'M', 'M', 131’ l)Kl’ lEl’ lEl’ IIL" lI\l’ lBl’ lEl’
lHl, lOl, lHl, lMl, lJ‘[l, lKl, 'H', lMl, 131, I>Kl, 'E', lEl, I'I[l, lI\l, lBl, IEI},
['A', 'H', '}O', 191’ lbl’ 'BI', "B', 'H-['I 'M', lql’ l]‘_[l’ le’ l@l’ lyl’ lTl’ lCl’
IAI, IHI, 'EO', ISI, lbl, lbIl, IIBI, IMI,VIMI, lql, lul, 'X'/“'®'/ lyl, ITI, lCI},
[IPI, IHI, IOI, IHI, IMI, IHI, IKI, IMI, IBI, l3l, I>Kl, IEI, IEI, IHI, IPI, IOI,
'P', 'H', lOl’ lHl’ 'M', lJ‘[l’ 'K', IV[I’ 'M', 131’ l)Kl’ 'E', 'E', I'Hl’ ll’!l’ IOIJ’
['E', lAl’ lﬂl’ '}O', 191’ lbl’ lOl’ llbl’ lHll’ lHll’ lql’ lL[l’ le’ l@l’ lyl’ lTl’
'E', 'A', 'H', l}Ol’ 191’ lbl’ lOl’ llbl’ lHll’ lHll’ lql’ 'H'I 'X', l@l’ lyl’ ITIJ’
['C', IPI, IHI, 'O', IHI, IMI, IHI, IKI, lml, IMI, 131, l)Kl, IEI, ITI, lﬂl, IPI,
lCl, lPl, lHl, 'O', lHl, lMl, lJ‘[l, lKl, lml, lMl, lMl, l>Kl, 'E', lTl, I'Hl, IPIJ,
['B', lBl’ lAl’ 'H', lHl’ 191’ lbl’ lbll’ llbl’ lHll’ lHll’ lql’ lL[l’ le’ l@l’ lyl’
'B', 'E', 'A', 'H', 'H', 191’ lbl’ lbIl’ llbl’ lHll’ lHll’ lql’ 'H'I 'X', l@l’ lyl},
['T', lCl’ lPl’ lHl’ lOl’ lHl’ lMl’ 'J—I', lKl’ IV[" lMl’ lEl’ l)Kl’ 'E', lEl’ lﬂl’
lTl, lCl, lPl, lHl, 131, lHl, lyl, lJ‘[l, lKl, lml, lMl, lEl, l>Kl, 'E', lEl, I'HIJ,
[IPI, IBI, IHI, IAI, IHI, l}ol, 131, lbl, IHI, ll'bl, IU_LI, 'U.[', lql, IHI, IXI, I(I)l,
ll’!l’ 'B', 'H', 'A', 'H', l}Ol’ 191’ lbl’ lbIl’ llbl’ lHll’ lHll’ lql’ 'H'I 'X', l@l},
[lyl’ lTl’ lCl’ lPl’ lHl’ lOl’ 131’ lMl’ 'J—I', 'C'L IV[" lMl’ 131’ l)Kl(‘ 'E', lEl’
lyl’ 'T', 'C', 'P', 'H', lOl’ lHl’ 'M', lJ‘[l’ 'C', 'M', 'M', 131’ l)Kl’ 'E', IEIJ’
[IMI, IPI, IBI, IBI, IAI, IHI, l}ol, 131, lbl, IHI, ll'bl, IU_LI, 'U.[', lql, IHI, IXI,
lMl, lI!l, lBl, lBl, lAl, 'H', l}Ol, 131, lbl, 'H', ll'bl, 'H-L'I l]_Hl, lql, lul, IXIJ,
[l@l’ lyl’ lTl’ lCl’ lPl’ lHl’ lOl’ lPl’ lMl’ 'J—I', lKl’ IV[" lMl’ 131’ l)Kl’ 'E',
l@l lyl ITI ICI IPI IHI IOI IPI IAI lJ‘[l IKI IVII IMI 131 l)Kl IEIJ
[’IEI, ,lﬂl, ,ll’Il, ,lBl, ,lEl, ,lAl, IIHII ,l}Ol, ,'9', ,lbl, ,lbll, ,llbl, ,lHll, ,lHll, ,lql, l]’_[l,
lEl, I'Hl, lI\l, lBl, lBl, lAl, 'H', 'EO', 191, lbl, lbIl, ll'bl, IH_LI,U']_HI, l'[{l, IHIJ,
['X', I(I)l, lyl, lTl, lCl, lHl, lHl, 'O', lHl, lMl, lﬂl, lKl, lMl, lMl, 131, I>Kl,
'X'[“'®'[ lyl, 'T', lCl, lHl, lHl, lol, lHl, lMl, lJ‘[l, 'K', 'M', 'M', 131, l)KIJ,
“[IEI, lEl, IILI, IFII lBl, lBl, 'A'[ 'H', l}Ol, l9l, lbl, lbll, 'T', lHll, lHll, lql,
lEl, lEl, erl, 11’1', lBl, lBl, 'A'[ 'H', l}Ol, 191, lbl, 'I:)I', 'T', 'H—L'[U'H—['[ lql},
['H'I le, I(I)l, lBl, lMl, lCl, lPl, lHl, 'O', lHl, lMl, lﬂl, IKIC lMl, lMl, 131,
lul, le, I(I)l, lBl, lTl, 'C', lPl, lHl, lOl, lHl, lMl, lJ‘[l, lKl, lMl, lMl, IBIJ,
['H', l}Ol’ l9l’ lbl’ lbll’ 'IB', lHll’ lHll’ lql’ lL[l’ lol’ l@l’ lyl’ 'T', 'C', 'P',
'H', l}Ol’ 191’ lbl’ lbIl’ 'IB', IHJ‘l’ lHll’ lql’ lL‘[l’ lol’ l@l’ lyl’ 'T', 'C', IPIJ’

https://ikb.mtuci.ru http://www.academy.fsh.ru/



https://ikb.mtuci.ru/
http://www.academy.fsb.ru/

3aKIIOUMTENbHBIN 3TaM 11 2024/2025 yuebHnblit roj
11 kiace

['H', 'O', 'H', 'M', 'ﬂ', 'K', 'M', 'M', '3', '>K', 'E', 'E', "H', 'P', 'B', 'B',
'H', 'O', 'H', 'M', 'J'[', 'K', "y', 'M', '3', '>K', 'E', 'E', "H', 'I\', 'B', 'E'J,
[IAI, IHI, IIOI, ISI, lbl, IHI, ll'bll lHll, IMI, lql, IHI, IXI, l@l, lyl, ITI, ICI,
IAI, IHI, l}Ol, ISI, lbl, IBII, ll'bll llul, IMI, lql, IHI, IXI, l(Dl, lyl, ITI, lCl},
[IPI, IHI, lol, IHI, IMI, IHI, IKI, lml, IAI, |3|, l)Kl, IEI, IEI, IHI, IPI, lol,
'P', 'H', 'O', 'H', 'M', 'J'[', 'K', 'M', 'M', '3', '>K', 'E', 'E', "H', 'I\', 'O'J,
['E', 'A', 'H', '}O', '9', 'b', 'O', 'I'b', 'H_L', 'LH', 'q', 'L[', 'X', '@', 'y', 'T',
IBI, IAI, IHI, l}Ol, ISI, lbl, lol, ll'bll llul, IU_II, lql, IHI, IXI, l(Dl, lyl, lTl},
[ICI, IPI, IHI, lol, IHI, IMI, IHI, IKI, lml, IMI, |3|, l)Kl, IEI, ITI, IHI, IPI,
ICI, IPI, IHI, lol, IHI, IMI, IJ'II, IKI, IVII, IMI, IHI, l)Kl, IEI, ITI, I'HI, lPl},
['B', 'E', 'A', 'H', 'H', '9', 'b', VBI', 'I'b', 'H_L', 'LH', 'q', 'L[', 'X', '@', 'y',
'B', 'E', 'A', 'H', 'H', '9', 'b', VBI', 'I'b', 'LU;', 'LH', "[{', 'L[', 'X', '@', 'y'},
[ITI, ICI, IPI, IHI, lol, IHI, IMI, IHI, IKI, lml, IMI, IEI, l)Kl, IEI, IEI, IHI,
ITI, ICI, IPI, IHI, IMI, IHI, IMI, IJ'II, IKI, IVII, IMI, IEI, l)Kl, IEI, IEI, lﬂl},
['I\', 'B', 'H', 'A', 'H', '}O', '9', 'b', VBI', 'I'b', 'H_L', 'LH', 'q', 'L[', 'X', '@',
'I\', 'B', 'H', 'A', 'H', 'EO', '9', 'b', VBI', 'I'b', 'LU;', 'LH', "[{', 'L[', 'X', '@'J,
['y', 'T', 'C', 'P', 'H', 'O', 'H', 'M', 'J’I', 'C', 'M', 'M', '3', ')K', 'E', 'E',
lyl, ITI, ICI, IPI, IHI, IOI, IHI, IMI, lJ‘[l, ICI, lml, IMI, |3|, |>K|, IEI, lEl},
[IMI, IPI, IBI, IBI, IAI, IHI, l}ol, ISI, lbl, IHI, ll'bll IH_LI, IH_II, lql, IHI, IXI,
'M', 'I\', 'B', 'E', 'A', 'H', '}O', '3', ']’D', VBI', 'I'b', 'H_[', 'LH', 'q', ']‘_‘[', 'X'},
['@" 'y" 'T" 'C" 'P" 'H" 'O" 'P" 'M" 'J’I" 'K" 'M" 'M" '3" ')K" 'E"
'@', 'y', 'T', 'C', 'P', 'H', 'O', 'P', 'M', 'J'[', 'K', ']7[', 'M', '3', '>K', 'E'},
[IEI, IHI, IPI, IBI, IBI, IAI, IHI, l}ol, ISI, lbl, IHI, ll'bll IH_LI, IH_II, lql, IHI,
IEI, IHI, IPI, IBI, IBI, IAI, IHI, IEOI, ISI, lbl, IHI, ll'bll l]_ul, IH_II, lql, lul},
['X" '@" 'y" 'T" 'C" 'H" 'H" 'O" 'H" 'M" 'J’I" 'K" 'M" 'M" '3" ')K"
'X', '@', 'y', 'T', 'C', 'H', 'H', 'O', 'H', 'M', 'J'[', 'K', ']7[', 'M', '3', '>K'},
['E" 'E" 'IL" 'I\" 'B" 'E" 'A" 'H" '}O" '9" 'b" 'BI" 'T" 'H_‘[" 'H_‘[" 'q"
IEI, IEI, IHI, IPI, IBI, IBI, IAI, IHI, IEOI, ISI, lbl, IHI, ITI, l]_ul, IH_II, lql},
[IHI, IXI, l@l, IBI, ITI, ICI, IPI, IHI, IOI, IHI, IMI, IHI, IKIC lml, IMI, |3|,
']‘_‘[', 'X', '@', 'B', 'T', 'C', 'P', 'H', 'O', 'H', 'M', 'J'[', 'K', 'M', 'M', '3'}
]

# BanyckaeMm pelleHre C BamaHHBEMU NapamMeTpamMu ¥ Tabaulert
solve password with table (8, 3, letter table)

BunuMm, uro Ham ogxoasaT a =17 u b = 14, Tak KaKk 3TO €IUHCTBEHHAs CTPOYKA C OCMBICTICHHBIM
TexkctoM «BU3Y AJIM3ATLIUS».

OtBer: BU3YAJIU3ALUAA,
a=17,b=14.
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3apaua 3. OO0¢yckanus
Bapuanm 1

Ha oOnapyxeHHOM HOYTOyKe ToOcCie Moja0opa mapois OT pabodero croyia ObLIM HAMJACHBI
(bparMeHTsl BPEIOHOCHOTO Koaa. ABTOp 0O(QycIHpoBain BeChb MCXOAHBIM KOJ. DKCHEpTaMHU B XOJe
aHanu3a ObU1 ompeneneH (pparMeHT (GYHKIUU ayTeHTU(HKauu (JUCTUHT 1), KOTOpas BO3BpaliacT
'True' Npu BBOJE KOPPEKTHOTO MApOJIs U 3aIlyCcKaeT Apyrue (hparMeHTsl Koja.

Omnpenenure, 4T0 HEOOXOIMMO BBECTH, YTOOBI OOHAPYKEHHBIH (parMeHT ayTeHTU(UKALUU
BepHyN ' True'. OTBeT 00OCHYHTE.

Jluctunr 1. @parMeHT QyHKUMU ayTeHTU(UKALUN

Python
exec ('dAzD modify (sjhQweryuSWbE) : \n sjhQweryuSWbE =
sjhQweryuSWbE.s [3mlithE(\', \')\n sjhQweryuSWbE = [inthE(s)+1 for s in
sjhQweryuSWbE] \n sjhQweryuSWbE.reverse () \n key = \'o\'\n sjhQweryuSWbE
= [s”ord(key) for s in sjhQweryuSWbE]\n ryuSWbEurn [c(42) (s) for s in
sjhQweryuSWbE] \ndAzD
chjhQwek sjhQweryuSWbE (sjhQweryuSWbE) :\n sjhQweryuSWbE=modify (sjhQweryuSWbE) \
n ryuSWbEurn \'\'.join(sjhQweryuSWbE) == "Ha[3m[3mYNioskjear " + c(487tHHO)

+ c(42) (48) + c(487tHHO) +
c(487tHH3) \n[3mrinthE (chjhQwek sjhQweryuSWbE (sjhQweryuSWbE))\n'.replace('87tHH"',

'2) (5") .replace('yuSWb', 'eth').replace('ioskj', 'ewY').replace(' (42)"',

'hr') .replace('AzD', 'ef').replace('gQT', 'ut').replace('[3m',

'p') .replace('jhQwe', 'ec').replace('thE', 't'), {'secret': input()})
Pemenune

I[JIH Haydajia BBIIOJHHUM YaCThb KOJ4, OTBCYAIOIIYIO 3a BOCCTAHOBJICHHC HCXOJHOI'O KOJA. I[JI?[
9TOro0 CKOIMUPYEM CTPOKY U IIPUMCHHUM K HEH Bce (bYHKI_II/II/I replace. HOJ'Iy‘II/IM KOO IO KOTOPpOMY

IIPOUCXOJUT NMPOBEPKA CEKPETHOTO KIIFOYA.
def modify(secret):

secret = secret.split(', ")

secret = [int(s)+1 for s in secret]
secret.reverse ()

key = 'o'

secret = [s”ord(key) for s in secret]

return [chr(s) for s in secret]
def check secret (secret):

secret=modify (secret)

return ''.join(secret) == "HappYNewYear " + chr(50) + chr(48) + chr(50) +
chr (53)

print (check secret (secret))

3amMeTuM, 4TO KIIF0U CBEPSAETCS CO CTPOKOU

"HappYNewYear " + chr (50) + chr(48) + chr(50) + chr(53),4ro paBHseTCs
crpoke "HappYNewYear 2025".

Teneps MBI 3HaeM Kako#l JOMKHA MOMYYUTCS CTPOKA C KIFOUOM TIOCTE BBHITOTHEHHS (YHKIIUU
modify (). Hanmnmem ¢ynknuio reverse modify (), KoTopas OyIeT NMPOM3BOJUTH OOpaTHBIE

HCﬁCTBHﬂ. PC3yJIBTaT €€ BBIIIOJIHEHUS U 6y,Z[CT OTBCTOM.
def reverse modify():

modify secret = "HappYNewYear "+chr (50)+chr (48)+chr (50)+chr (53)
key = 'o'

secret = [ord(s) * ord(key) for s in modify secret]
secret.reverse ()

secret = [int(s) - 1 for s in secret]

return ', '.join([str(s) for s in secret])
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Pe3ynbTar BoIOTHEHUS (PYHKIIUH:
89, 92, 94, 92, 47, 28, 13, 9, 53, 23, 9, 32, 53, 30, 30, 13, 38
Ecnu nannyto cTpoky mojaaTh Ha BXOJ IporpaMMe, OHa BepHET ' True'.

Oteer: 89, 92, 94, 92, 47, 28, 13, 9, 53, 23, 9, 32, 53, 30, 30, 13, 38

Bapuanm 2

Ha oOnapyxeHHOM HOYTOyKe TOcCie Moja0opa mapois OT pabodero croyia ObLIM HaMJACHBI
(dbparMeHTBl BPEAOHOCHOTO Kojia. ABTOpP 00(yCIHpOBaT BECh MCXOMHBIM KOJA. DKCIEpTaMU B XOJe
aHanu3a ObU1 ompeneneH (pparMeHT (QYHKIUMU ayTeHTU(HUKauy (JUCTUHT 1), KOTOpas BO3BpallacT
'True' mpu BBOJE KOPPEKTHOTO MApPOJIS U 3aITyCKAeT Ipyrue pparMeHThl KoJa.

Ompenenure, 4To HEOOXOJAMMO BBECTH, YTOOBI OOHAPYXEHHBIN (parMeHT ayTeHTHU(UKAIIUU
BepHyl ' True'. OTBeT o0oCHYiTE.

Jluctunr 1. @parMeHT QyHKIMH ayTEeHTUPHUKALUN

Python
exec ('"dAzD modify (sjhQweryuSWbE) : \n sihQweryuSWbE =
sjhQweryuSWbE.s[3mlithE (\', \')\n sjhQweryuSWbE = [inthE(s)+1 for s in
sjhQweryuSWbE] \n sjhQweryuSWbE.reverse () \n key = \'o\'\n sjhQweryuSWbE
= [s”ord(key) for s in sjhQweryuSWbE]\n ryuSWbEurn [c(42) (s) for s in
sjhQweryuSWbE] \ndAzD
chjhQwek sjhQweryuSWbE (sjhQweryuSWbE) : \n sjhQweryuSWbE=modify (sjhQweryuSWbE) \
n ryuSWbhEurn \'\'.Jjoin (sjhQweryuSWbE) == "MerryC(42)isthEmas" + c(487tHHO) +

c(42) (48) + c(487tHHO) +

c (487tHH3) \n[3mrinthE (chjhQwek sjhQweryuSWbE (sjhQweryuSWbE))\n'.replace ('87tHH',
'2) (5") .replace('yuSWb', 'eth').replace('ioskj', 'ewY').replace(' (42)"',

'hr') .replace('AzD', 'ef').replace('gQT', 'ut') .replace('[3m',

'p') .replace('jhQwe', 'ec').replace('thE', 't'), {'secret': input()})

Penrenne
JIns Hayana BBITOJHUM YacTh KOJQ, OTBEYAIOLIYIO 32 BOCCTAHOBJIEHHUE MCXOAHOro koxaa. st
ATOr0 CKOMHUPYEM CTPOKY U MpUMEHHM K Hel Bce pynkumu replace. [lomyuum kom mo KoTopomy

MIPOUCXOAUT MPOBEPKA CEKPETHOIO KIIFOYA.
def modify(secret):

secret = secret.split(', ")

secret = [int(s)+1 for s in secret]
secret.reverse ()

key = 'o'

secret = [s”ord(key) for s in secret]

return [chr(s) for s in secret]
def check secret (secret):

secret=modify (secret)

return ''.join(secret) == "MerryChristmas" + chr(50) + chr(48) + chr(50) +
chr (53)
print (check secret (secret))

3amMeTuM, 4TO KJI0U CBEPSETCS CO CTPOKOU

"MerryChristmas" + chr(50) + chr(48) + chr(50) + chr (53), 4ro paBHsercs
crpoke "MerryChristmas 2025".

Teneps MbI 3HaEM KakO#W JOJDKHA MOJYYUTCS CTPOKA C KIIFOUOM IOCTIE BBIMOTHEHUS (PYHKITUU
modify (). Hanumem ¢yHkuuio reverse modify (), koropasd OyneT mpoHM3BOIUTH OOpaTHbIE
neiictBus. Pe3ynbTaT €€ BBIMOTHEHHS U OYJIET OTBETOM.
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def reverse modify():

modify secret = "MerryChristmas" + chr(50) + chr(48) + chr(50) + chr(53)
key = 'o'

secret = [ord(s) * ord(key) for s in modify secret]

secret.reverse ()

secret = [int(s) - 1 for s in secret]

return ', '.join([str(s) for s in secret])

PesynbraT BRINOIHEHUS (PYHKLIWU:
89, 92, %4, 92, 27, 13, 1, 26, 27, 5, 28, 6, 43, 21, 28, 28, 9, 33

Ecnu nanHyro cTpoKy moJaTh Ha BXOJ IIporpaMMe, oHa BEpHET 'True'.

Oteer: 89, 92,94, 92, 27,13, 1, 26, 27, 5, 28, 6, 43, 21, 28, 28, 9, 33
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3anaua 4. TaiiHoe nmocjaanue

Bapuanm 1

[Tocne ycnemHoro MpoOXOXKACHUS ayTCHTU(UKAIMH M 3allyCcKa CICUAIbHOW MPOrpaMMbl Ha
HOYTOYKe OBLII OOHApYKEH CKPBITHIN pa3/iell, Ha KOTOPOM XPaHWIHCH (ailyibl ¢ HCTOPHUEH TEPEIUCKH.
Y CTaHOBIIEHO, YTO B TEKCTE TIEPEMUCKH CIPSATAH apec CICAYIOMICH IIeJH aTakh XaKepoB. Y KOMaHIbI
AHAJIMTUKOB €CTh MOJO03PEHUE, YTO HCIOJIb30BAJICS METOM, CBS3aHHBIA C KOJUYECTBOM MPOOEIOB B
Ka)xIoM a03arie.

[TomoruTe HATH 3aKOHOMEPHOCTH B COOOIICHHU U paciiudpoBaTh JaHHBIC, YKa3bIBAIOIINE HA
CIICAYIONIYIO 1IeTb XaKepoB. B 0TBeTe yKakuTe CIEyIONIYIO IIeh XaKepOoB, peiieHrne 000CHYyHTe.

K 3a0aue npuaazaemci.
daiin «message_V1.txt»

Pemenue
[Ipexxne Bcero, MmpoBedeM JETalbHBIM aHAlU3 COAEPKUMOTO TMPEeJOCTaBIeHHOro (aiina
«cekpetHoe coobmieHue.tXty. Micxoas u3 TeKcTa, MPUCYTCTBYET SBHAS MOICKA3Ka:

"Yucna OyayT ABY3HAUHBIMU Beerza, oOpailiaii Ha 3T0 BHUMaHHE — 3TO BakHO!"
"TekcT HeBaXKeH, rIIaBHOE MPOOEITbl, KOTOPHIE Mbl CYUTAEM — 3TO TOXKE K0! "

OTH QparMeHTHl YKa3bIBaIOT Ha TO, YTO OCHOBHAs MH(OpMaius 3amudpoBaHa B KOJIUYECTBE
po6esoB B KaxkaoM ab3ane. Takke 0TMEUEHO, YTO YMCIIa BCErla MMEIOT JBYy3HAYHOE IIPE/CTaBICHHUE,
YTO IPENO0JaraeT BO3MOKHOCTh UX MHTEPIIPETALNN KaK OMTOBOM MOCIIEA0BATENbHOCTH.

Jlnst kaxxoro ab3ana noJCUMTHIBAEM KOJIMUYECTBO IPOOEIOB, IPUBOS pe3yIbTaT K ABY3HAYHOMY

dbopmary:

HcexoaHblii TEKCT KoamuecTtBo
npoodeIoB

Jpyxuiue, npuset! 01
Uncna OyayT ABY3HAUHBIMH BCera, oOpaliaii Ha 3T0 BHUMaHHE — 9TO BaXKHO! 10
TekcT HeBaXkeH, TNIaBHOE MPOOEIIbl, KOTOPHIE MBI CYUTAEM — 3TO TOXKE KIH04! 10
Te1 noHs1? 01
Wnu wvet? 01
B kaxxs1om ab3alie 4To-To CKpBITO, HO BOT uT0? Mcnonp3yit Ham metox! 10
Hamma cnenyromnas mens - kpynHas | T koMmnanusi, koTopas pacrnosaraercsi B Poccun. 10
Y Hee o4eHb XOpolas 3alIuTa MepUMeTpa ee akTuBoB. Jlymaro, HaMm OyeT HenmpocTo! 11
Jasaii nompooyem! 01
IIpoBepuM Hanmm cuiibl. Beap oHO Toro cront. CMOXKeM BBIPYUUTh OOIBIION KyIII. 10
HUrak! 00
JU1s TOATOTOBKHM HaM HaJI0 coOpaTh Bcex Hamux 1 mapta 2025 rona. 10
XM... 00
Bor Bc€, uTo MHE yJ1aJ10Ch Y3HATh O KOMIIAHUU HAa CETOJHSIIHUI IEHb! 10
Komnanus u3BecTHast, 3aHUMaeTcsl pa3pabOTKOH METOIOB 3aIlUTHI, a TakXKe BHEIPEHHUEM CPEACTB 11
3anIUTHl HHPOPMALINH.

KomnaHuns IMeeT JI0CTyl KO MHOTHM CBOHMIM 33aKa3UMKaM, TaK KaK 00eCIIeYNBAET TEX.IOIICPIKKY. 10
Cotpyauukos 10000. 01
Otnen Wb cTpagaet OT HEXBATKH KaJpOB, TOITOMY AYMalo HAC HE 3aMETSIT. 10
VY Hac ecTh CBOH UeNOBEK BHYTPH KOMIIAHUH, KOTOPBIA NPEIOCTABHT JOCTYI B HHPPACTPYKTYPY. 11
Kak nymaemis? 01
Mbl cMoxkeM? 01
Hano Ttakke IogyMath U O TOM, KaK CKPbITh BCE CIIE/ibl HAILIUX JIEHCTBUM. 11
Bpewmst coopa: 01
10:00. 00
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Hy’KHO IOArOTOBUTHCSL. 01
Coo0mi BceM HalliM 3Ty HH(QOpMaIHio, ISHCTBOBATh HAaJ0 OBICTPO, IOKA €CTh YEJIOBEK BHYTPH. 11
Hy>XHBI pecypchl. 01
YeTkuii miaH. 01
KoopmuHarms neldcTBUi. 01
[TepBBIM JIEJTIOM HAJIO YETKO CILUIAHUPOBAThH KaXI0€ Hallle ICHCTBHE, YTOOBI H30€KaTh OOHAPYKCHHS. 10
Haurewm. 00
PasBenka nmama HaM HEKOTOpPBIE KIFOUEBBIE MOMEHTHI, KOTOpPBIE IIOMOTYT HaM TIPOHHKHYTH B 11
HHPPACTPYKTYPY.

Cobepu TaHHBIC. 01
[Tocnie HY>KHO OTIPEIENIUTb, T/Ie M KAKHE CHCTEMBI OHU HMCIIONB3YIOT UL MOHUTOPHHTA. 10
3areM HaM HYXHO MOHSTh, KAKHE YSI3BIMOCTH MBI CMOKEM HCIOIH30BATh ISl SKCILTYaTaIlHH. 10
TrI cormacen? 01
Hanee. .. 00
BaxHo, 9TOOBI KaXKIBIH 3HAJ CBOIO POJIb M YETKO BBITIOIHSUT HHCTPYKITHH TUIaHA. 10
Hawm notpebyeTcs HaliTh 1 B37OMaTh aIMUHHUCTPATHUBHBIC YUCTHBIC 3aITUCH UIS MTOBBIIICHUS YPOBHS 11
JIOCTyTa.

JT0 clokHas 3a7a4a, HO Y Hac €CTh HEOOXOAMMBIE PECYPCHI U 3HAHUSL. 10
He Bonnyiics! 01
I'maBHOE — He CHEeNUTh U He JOMYCKaTh OMIMOOK, Ha KOHY - JICHBIH. 11
P.S. 00
Kora Bce 6yAyT FOTOBBI — IaM CUTHAJI, U Mbl HAYHEM OTIEPALIUIO. 10
Bcé nousTHO? 01
Bce 310 OBUIO ITYTKOM, pa3MBILIUICHUSIMY Ha TEMY KaK OOLIAIOTCS XaKepbl MEXy coO0H. 11
Tak ckazatb 01
[Tnon BooOpaxkeHusl. 01

Ecnu paccmarpuBaTh KOIMYECTBO MPOOENOB Kak OHTOBYIO IOCIEIOBAaTEIbHOCTh, MOXHO
3amucaTh NOJy4YeHHbBIC JaHHBIC B BUC 8-OUTHBIX OJIOKOB:

01101001 01101011 01100010 00101110 01101101 01110100 01110101 01100011 01101001 00101110 01110010
01110101

Kaxnpiii  8-Outnbiit  Omoxk  mpenctaBiser coboii  ASCll-kon cumBona. Jlekomupyem
MOCJIEI0BATEIbHOCTH ¢ TIOMOIIbI0 Python:

def decode binary sequence (binary sequence) :
binary values = binary sequence.split ()
decoded chars = [chr(int(b, 2)) for b in binary values]
return ''.join(decoded chars)

binary sequence = "01101001 01101011 01100010 00101110 01101101 01110100 01110101
01100011 01101001 00101110 01110010 O1110101"

decoded text = decode binary sequence (binary sequence)

print (decoded text)

PesynbTaToMm nexomupoBanus sBisieTcs cTpoka: ikb.mtuci.ru.
Otget: ikb.mtuci.ru

Bapuanm 2

[Tocne ycmemHoro mpoxokaeHus ayTeHTU(HUKALWU U 3allyCcKa CHEeHalbHOW MPOrpaMMbl Ha
HOYTOYKe OBLIT OOHAPY)KEH CKPBITHIN pa3/iell, Ha KOTOPOM XPaHWINCh (haljIbl C HICTOPUEH TEPETTUCKH.
YcTaHOBIEHO, UTO B TEKCTE MEPENHUCKHU CIIPATAH aIpec CASAYIOIIeH eI aTakh XaKepoB. Y KOMaH/bI
AHATUTUKOB €CTh TOJO03PECHHE, YTO HCIIOIL30BAJICS METOJM, CBSI3aHHBIA C KOJMYECTBOM IMPOOEIIOB B
KaX10M ab3arie.
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[Tomorute HaiTH 3aKOHOMEPHOCTh B COOOIICHUU U pacin(poBaTh JaHHbIC, YKA3bIBAIOIINE HA
CJIEYIOIYIO IIeJIb XaKepoB. B oTBeTe yKkaKuTe cleayIolyo 1efib XaKepoB, pelieHrne 000CHyHTe.

K 3a0aue npuaazaemci.
daiin «message_Vv2.txt»

Penrenue
[Ipexxne Bcero, mpoBeneM JETANBHBIA aHAU3 COACPKUMOTO TPEIOCTaBICHHOTO (aiina
«cekpeTHoe coobmenue.tXty. Mcxoas u3 Tekcra, MPUCYTCTBYET SIBHAS MOJICKA3Ka:

«JIBy3Haunble ynciia! Beerna ToqbKko IBYX3HAUHBIC YMCiIa — 9TO BaXKHO, HE 3a0bIBaii!»
«IIpo6ensl Hame Bce. TekcT 3To Beero aumb crnocod. Kimod — npo6ensr.»

Otu GparMeHThl yKa3bIBalOT Ha TO, YTO OCHOBHas MHGopMaius 3amudpoBaHa B KOJIUYECTBE
mpo6esoB B KakaoM ab3are. Takke 0TMEUeHO, YTO YMCIIa BCErla IMEIOT JBY3HAYHOE MPE/CTaBICHHE,
YTO IpEenoaraeT BO3MOKHOCTh HX MHTEPIIPETAlMK KaKk OMTOBON MOCIEA0BATEIHHOCTH.

Jlnst Kaxoro ab3ara moJCUMTHIBAEM KOJIHUYECTBO MPOOEIIOB, MPUBO PE3yIbTaT K ABY3HAYHOMY

dbopmary:

HcxoaHblii TEKCT KouaunuyecTBo
npodeIoB

Jpyxmuiue, npuset! 01
JiBy3HauHble uncyia! Beersia ToJIbKO AByX3HAUHbIE YHCIIA — 3TO BAXKHO, He 3a0bIBaii! 10
[TpoGensl Hate Bee. Tekct 3To Beero smib cnocod. Kiroy — npobensi. 10
Tebe sicHO? 01
Wnu wet? 01
Ham mMeTon HajexeH. [1aBHOe, 4TO KaK/Ibli ab3all CKpbIBAET YTO-TO, HO YTO? 10
Hama rnaBHas nens — cpeansd | T komnanus, kotopast HaxoauTcst B Mockse. 10
WX 3ammra nepuMerpa 04eHb HajexkHas. JlyMaro, Hy’KHO BCE XOPOILIEHbKO IPOAYMAaTh IIepe] aTaKou. 11
MblI cripaBuMCs! 01
Ecnu cipaBuMcs, TO CMOKEM BBIPYYUTh OOJIBIIYIO CyMMY JieHer. [TomHu 06 3ToM! 10
Ha! 00
UYro0bl MOJIrOTOBUTHCS, HAM IIPOCTO HEOOXOAMMO OTBJIeub BeeX 1 mapra 2025 rona. 10
Taaaxk... 00
VY Hac ectb nH(GOpPMAIKs O KOMIIAHWH, HA KOTOPYIO MBI TOTOBHM aTaKy: 10
Kommanust 3aHMMmaercst pa3paboTkoil anmapaTHbIX 1IarpopM CETeBOW 3allUThl, a WMEHHO 11
MEKCETEBBIMH SKpaHaMU HOBOTO MTOKOJIECHUSI.

Y HHX TakXe eCTh MHOXKECTBO KPEJIOB IS TOCTYIa K HHPPACTPYKType 3aKa3UHKOB. 10
CKOJIBKO COTPYIHHKOB? 01
ITo manHEIM pa3Benku ux okono 10000. loctaTouHo, 4TOOB HAC HE 3aMETHIIH. 10
OtanyHo! 00
Kak nymaens? 01
Mbl cMoxkeM? 01
Hy»HO He 3a0bITh CKPBITh 338 CO0O0I BCe HAIM Cliebl. TO BaXKHO! 10
Bpewmsi coopa? 01
Jagaiite Bce cobepemcs B 10:00, a aTaky HauHEM POBHO B MMOJIJICHb. 10
[MoaroToska HeO6Xx0Ma! 01
[Toxa ecTh 4elIOBEK BHYTPH KOMIIAHHH, HY’KHO e cTBOBaTh OBICTpO. MHade MBI BCce MPOIageM. 11
[punsito. 00
A 3TOT Halll YeJIOBEK BHYTPH KOMIIAHUH MOXKET YHCTO THIIOTETHYECKU OBITh JBOMHBIM areHTOM ? 11
Bpst su! 01
Uto0bI n30exaTh 0OHAPYKEHHUs, HAM HE00XOAMMO YETKO BBHIMOJHITH KaX/IbIH MYHKT HAIIETO IIaHa. 10
Hy, uto x! Bce B cOope. Jlymaro, CTONT HAYMHATH HAITY CEKPETHYIO OTIEPaITHIO. 11
Pa3Benaka pana HaM HEKOTOpBIE KIIFOUYEBBIE MOMEHTBI, KOTOpPbIE I[IOMOTYT HaM IIPOHUKHYTh B 11
MH(PACTPYKTYDY.
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Otnuyno! 00
Ckannpyem nopthl. OTKpbIBaeM O3KI0p ISl HAIUX CTOPOHHUKOB. [ JTaBHOE — 3TO 3aKPETIMTHCS. 10
He 3a0piBaiiTe MOBBILIAT MPUBUICTHH W OTKJIIOYATh BCEBO3MOXKHBIC CHCTEMbI MOHHTOpHHIa. MHaue 11
Hac 3aMeTsT. JcHo?

Bce scHo! Hac He moypkHBI 00HapYKUTh! CKpBIBAalTE BCE, YTO BHI JICTACTE. 10
OCTaJIHBIM TTOHSATHO? 01
Tak Touno! 'maBHOE HE AOMTYCTHTh OMMHUOOK, Ha KOHY — AeHbru. Konern cBsizu! 11
P.S. 00
Ecnm Bce 3aBepImmTes YCIENTHO s KYIITIO KaXKIOMY M3 Bac 10 MaluHe! 10
OT10 npekpacHo! 01
Bce 310 OBII0 NTYTKOH, pa3MBITITICHUSIMU Ha TEMY KaK 0OIIAIOTCS XaKephl MY COOOM. 11
Tax cka3aTh 01
[Tnox BooOpaXkeHUsI. 01

Ecnu paccmarpuBaTh KOJHMYECTBO TNPOOEIOB Kak OHMTOBYIO IIOCIIEIOBATEILHOCTh, MOXHO
3arucarhb MOJyYCHHBIC JaHHBIC B BUIC 8-OMTHBIX OJIOKOB:

01101001 01101011 01100010 00101110 01100001 01100110 01110011 01101111 00101110 01110010 01110101

Kaxnpiii  8-Outnbiit  O6moxk  mpenctaBisger coboir  ASCll-kon cumBona. Jlexomupyem
[OCJIeIOBATEIBHOCTD C MOMOIIbI0 Python:

def decode binary sequence (binary sequence) :
binary values = binary sequence.split ()
decoded chars = [chr(int(b, 2)) for b in binary values]
return ''.join(decoded chars)

binary sequence = "01101001 01101011 01100010 00101110 01100001 01100110 01110011
01101111 00101110 01110010 01110101"

decoded text = decode binary sequence (binary sequence)

print (decoded text)

Pesynbrarom nekoaupoBaHus siBisiercst crpoka: ikb.afso.ru

Ortser: ikb.afso.ru
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3anaqa 5. Cucrema 3alllMThI
Bapuanm 1

[Tocne momydenust uHGOpMalMd O BO3MOXKHOM KOMIBIOTEPHOM aTake, B KOMIIAHWUU PELIHIN
YCTaHOBUTb W HACTPOUTHh cucTeMy 3amuTel oT DDoS-arak. Cucrema aHalu3upyeT >KypHaJIbI
aKTUBHOCTH TOJIb30BaTENIed M BBIUMCISIET KOJMYECTBO 3aIIPOCOB OT YHUKAJBHBIX IOJIb30BATENe Ha
KaX/Iblil pecypc B eIWHUIy BpeMeHHU. JKypHanbl conmepkaT MH(POPMALMIO O TOMBITKAX JOCTyHa K
cepBepy, BKItouas Bpems oopamienus, IP-anpec ucrounuka, [P-agpec naznauenus. Eciu xonnyectBo
OJTHOBPEMEHHBIX TOIKIIOUEHHH pa3HbIX II0JIb30BaTeNC MPEBBIIAET MOPOTOBOE 3HAUCHHUE JJIS
KOHKPETHOI'O pecypca, BbIaeTcs mpeaynpexaeHrue o BoamoxHo DDoS-arake.

[Tepen 3amyckoM cuCcTEMbI HEOOXOUMO €€ HACTPOUTH (00YUYUTh) Ha KOppeKTHOM Tpaduke. Jlis
3THX 1ieJiel ObLT MOATOTOBJIEH KYpPHAJ 3alIPOCOB OT COTPYAHUKOB KOMIIAHUH 32 ONIPEAEICHHBIN MTEPUO/T
BPEMEHH KO BCEM BHYTPEHHUM WH(POPMAIIMOHHBIM pecypcaM KOMITaHHUH.

AnmuHECTpaTOpaM TpeOyeTcs HaCTPOUThH CUCTEMY 3aIUTHI AJIS CIeIYIONINX HH(POPMAIIMOHHBIX
pEeCypCoB:

— web-cepsep (IP-aapec: 172.17.148.17),
— mnoutoBsblit cepsep (IP-aapec: 172.17.148.18).

Omnpenenure, Kakoe MaKCHMAaJIbHOE KOJMYECTBO OJHOBPEMEHHBIX IOJKIIOYCHUN pa3HBIX
MOJIb30BaTeIe B MUHYTY HEOOXOAMMO YCTaHOBUTH B CHUCTEME 3aIMTHI JJIS YKA3aHHBIX PECYPCOB,
9TOOBl OHAa KOPPEKTHO paboTajia W He BbAABaja JIOKHBIX TNpeaynpexneHuit. PaspaboTumkun
PEKOMEHIYIOT YCTaHABIMBATh oporosoe 3HaueHue Ha 20% Gospliie MaKCUMaIbHO BO3MOYKHOTO YKCIa
MOJIKIIFOYECHUH B €IMHUILY BPEMEHHU.

B orBere ykaxurte pecypc M MOPOroBo€ 3HAaYeHHE (KOJMYECTBO MOJKIIOYEHUH B €AMHUILY
BpPEMEHM), a TaK)ke 000CHOBaHHME BHIOPAHHOT'O 3HAYEHUSI.

K 3a0aue npunacaemcs:
daiin «log_vl.log» — xypHan nocemeHui

Pemenue
Jns pemieHuss MOXHO MOAYMTATh KOJWYECTBO YHUKAIbHBIX [P-aapecoB miisl KaXa0l MUHYTHI,

OJTHaKoO, 3TO O4eHb jaouro. [ToaToMy, HEOOXOMMO HamucaTh CKPUNT, HarpuMep Ha Python:
import re

from collections import defaultdict

from datetime import datetime

def analyze log(logs, time window minutes=1l):

web server IP = "172.17.148.17"
mail server IP = "172.17.148.18"
results = {"web server": defaultdict(set), "mail server": defaultdict (set)}

for line in logs:
match = re.match (r" (\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2})

(\d{1,33\.\d{1,3}\.\d{1,3}\.\d{1,3}) (\d{1,3}\.\d{1,3}\.\d{1,3}1\.\d{1,3})", line)
if match:
timestamp str, src IP, dest IP = match.groups()
try:
timestamp = datetime.strptime (timestamp str, "%Y-%m-%d %H:%M:%S")
time key = timestamp.strftime ("%H:%M")
if dest IP == web server IP:
results["web server"] [time key].add(src_ IP)
elif dest IP == mail server IP:
results["mail server"] [time key].add(src_ IP)

except ValueError:
print (f"Omumbka npm pasbope BpeMeHu: {timestamp str}")
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else:
print (f"Herepuemt dopmaT cTpokm: {line.strIP()}")
return results

def get max connections(analysis results):

max_ connections = {}
for server, data in analysis results.items():
print (f"\nAuanus miusa {server.capitalize()}:")
Kaxmoro cepBepa
if data:
max_count = 0
max_ time = None
for time, IPs in data.items{():
count = len(IPs)
print (£" {time}:
MNOOKJIIOUEHUM OJIS KaxXIOoW MJHYTH
if count > max_count:

{count} nonkioueHun")

# JlobaByieHO:

3aroJIOBOK OJid

# BHIBOI KOJIMUECTBa

max count = count
max_time = time
if max time is not None:
max_ connections[server] = f'"mMakcuMalbHOE KOJMYECTBO NOAKJIOYUEHUN B
{max time} - {max count} mTyx"
else:
max connections[server] = "HeT naHHBEX"
else:
max_connections[server] = "HeT maHHEX"

return max_ connections

# -—- OcHOBHag nporpaMma —--
if name == " main ":

BoiBoa mporpaMmel OyaeT:
Ananmmz nia Web server:

10:00: 2 nomkJoyeHMumn
10:02: 2 nomkJoyeHMumn
10:03: 3 nomkJoyeHMumn
10:04: 3 nomkJouyeHUln
10:07: 6 HnomkJoOUYeHUN
10:11: 5 nomkJoyeHMumn
10:22: 1 nomkJoyeHumn
10:36: 1 nomkJoyeHMUmn
10:40: 3 nomkJouyeHUln
10:46: 2 nomkJoOUYeHUN
10:51: 5 nomkJoyeHMUn
10:57: 3 nomkJoyeHumn
10:59: 4 nomkJoyeHMUn

Anammus nna Mail server:

10:00: 2 nomkJioyeHMun
10:01: 3 momkJIOUYeHMU
10:02: 2 nomkJoyeHMumn
10:03: 4 nonkJoyYeHUMn
10:04: 4 nomkjoyeHUlN
10:07: 4 nomkJoyeHMUn
10:10: 6 HOOKJIOUYEeHMUN
10:11: 3 HOOKJIOUYEHUN
10:21: 2 HOOIOKJIOUYEHUN
10:36: 4 nonkJIOYeHUMN
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10:40: 4 nomkJjoyeHUlN
10:46: 4 nomkjoyeHUlN
10:51: 7 HnomkJoUYeHUM
10:57: 6 HOIKJIUYEeHUM
10:59: 3 nomkJouyeHun

Web_server: MakcuManbHOE KOIMYECTBO moakmoueHnii B 10:07 — 6 mryk

Mail_server: MakCHMaJIbHOE KOJUYECTBO MokItoueHuid B 10:51 — 7 mTyk

Hanee HeoOxonumo B3aTh Ha 20% Oombme: (6 * 0,2) + 6 = 7.2, okpyrJisieM 3TO 3HAUYCHHUE B
OOJIBIITYIO0 CTOPOHY, TaK Kak KoJu4ecTBO |P-agpecoB y Hac 00s13aTeNIbHO JOJDKHO OBITH IIEJIBIM, OTCIOJIA
oTBeT 111 web-cepBepa — 8. Jlanee Heobxomumo B3sTh Ha 20% Gounbme: (7 * 0,2) + 7 = 8.4, okpyriisieM
3TO 3HAYCHHUE B OOJIBIIYIO CTOPOHY, TaK KakK Koym4ecTBo |IP-aspecoB y Hac 00s3aTeNIbHO TOIDKHO OBITH
LEJIBIM, OTCIOZa OTBET s mail-cepepa — 9.

OtBer:  web-cepsep — 8,
NMO4YTOBBIii cepBep — 9

Bapuanm 2

[locne momydenust nHpopMalUu O BO3MOXKHOM KOMIBIOTEPHOM aTake, B KOMIIAHWU PELINIIN
YCTaHOBUTb W HACTPOUTh cHCTeMy 3amuTbl OoT DDoS-atak. CucreMa aHanu3upyeT >KypHAJbl
aKTUBHOCTH II0JIb30BaTEJIEd M BBIUMCISIET KOJIMYECTBO 3aIPOCOB OT YHUKAJIBHBIX IOJIb30BaTeNel Ha
KaX/Iblil pecypc B enuHUIly BpeMeHHU. JKypHaibl conxepkaT MH(GOPMALMIO O MOIBITKAaX J0OCTyHa K
cepBepy, BKItouas Bpemsi oopamienus, |IP-anpec ncrounuka, [P-anpec Haznauenus. Eciim koimdecTBo
OJIHOBPEMEHHBIX IOAKIIOUYEHUN pa3HBIX II0JI30BATENICH MPEBBIIAECT IOPOrOBOE 3HAYCHHME IS
KOHKPETHOI'O pecypca, BbIIAeTCs IpeaynpexaeHue o BosMoxHo DDoS-arake.

Ilepen 3amyckoM cUCTEMBbI HEOOXOUMO €€ HACTpOUTh (00yUYUTh) HAa KOPPEKTHOM Tpaduke. s
9THX 1ieJiel OblI OATOTOBJIEH XKYpPHAJI 3allPOCOB OT COTPYAHUKOB KOMIIAHUH 32 ONIPEAEICHHBIN EPUOT
BPEMEHU KO BCEM BHYTPEHHUM MH(GOPMALMOHHBIM pecypcaM KOMIIAaHHUH.

AnmuHHUCTpaTOopaM TpeOyeTcs HaCTPOUTh CUCTEMY 3aAIUUTHI JJIS CIEAYIOIINX HHPOPMAlMOHHBIX
pECYPCOB:

— web-cepsep (IP-ampec: 192.168.214.14),
— mouToBblit cepsep (IP-aapec: 192.168.214.16).

Onpenenure, Kakoe MaKCUMalbHOE KOJMYECTBO OJHOBPEMEHHBIX MOAKIIOUYEHUN pPa3HBIX
MoJib30BaTee B MUHYTY HEOOXOAMMO YCTaHOBUTH B CHCTEME 3alLIUTHI JUIsl YKa3aHHBIX PECYpCOB,
yTOOBl OHA KOPpPEKTHO paloTaja W He BbyIaBajla JIOKHBIX MpeaynpexaeHuil. Pazpaboruuku
PEKOMEHYIOT YCTaHaBIMBATh OpOroBoe 3HaueHue Ha 20% OosbIlie MAaKCUMaIbHO BO3MOKHOTO YHCIIA
MOJIKJIFOUYEHUH B €IMHUILY BPEMEHHU.

B otBere ykaxkuTe pecypc M HOpPOroBoe 3HaueHHE (KOJIMYECTBO IMOJAKIIOYEHUH B E€AUHUILY
BpPEMEHM), a TaK)ke 000CHOBaHHME BHIOPAHHOTO 3HAYEHUSI.

K 3a0aue npunacaemca:
¢aiin «log_v2.l10g» — xypHan nocemneHni

Pemmenue
Jns perieHuss MOXKHO MOAYMTATh KOJWYECTBO YHUKAIbHBIX [P-aapecoB miisi KaX10il MUHYTHI,
OJTHAKO, 3TO 04YeHb Jonro. [loaToMy, HEOOX0AMMO HamKcaTh CKPUNT, HaripuMep Ha Python:

import re

from collections import defaultdict

from datetime import datetime

def analyze log(logs, time window minutes=1):

web server IP = "192.168.214.14"
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mail server IP = "192.168.214.16"
results = {"web server": defaultdict(set), "mail server": defaultdict (set)}

for line in logs:
match = re.match (r" (\d{4}-\d{2}-\d{2} \d{2}:\d{2}:\d{2})
(\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3}) (\d{1,3}\.\d{1,3}\.\d{1,3}\.\d{1,3})", line)
if match:
timestamp str, src IP, dest IP = match.groups/()
try:
timestamp = datetime.strptime(timestamp str, "%Y-%m-%d %H:%M:%S")
time key = timestamp.strftime ("%H:%M")

if dest IP == web server IP:
results["web server"] [time key].add(src_ IP)
elif dest IP == mail server IP:

results["mail server"] [time key].add(src IP)
except ValueError:
print (f"Oumbka npu paszbope BpemeHn: {timestamp str}")
else:
print (f"Heeepurewi dopmaT cTpokm: {line.strIP()}")

return results

def get max connections(analysis results):

max connections = {}
for server, data in analysis results.items() :
print (f"\nAnanus musa {server.capitalize()}:") # IHoBGaBjyeHO: 3arojlOBOK MmJid
Kaxmoro cepBepa
if data:
max_count = 0
max_time = None
for time, IPs in data.items{():
count = len(IPs)
print (f" {time}: {count} nonxmwoueHwmn") # BHIBOI KOJIMUECTBAa

NOOKJIOUEHUY IJIS KaXZIOM MMUHYTEL
if count > max count:

max_ count = count
max time = time
if max time is not None:
max connections[server] = f"MakCuMmalbHOE KOJIMUYESCTBO MNOIOKJIOYEHMI B
{max time} - {max count} mTyx"
else:
max connections[server] = "HeT naHHBX"
else:
max connections[server] = "HeT naHHBX"

return max connections

# —--- OcHOBHag mOporpamma —-—-
if name == " main_ ":
analysis = analyze log(logs)

if analysis:
max_connections data = get max connections(analysis)

for server, result in max connections data.items () :
print (f"{server.capitalize()}: {result}")
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BriBog mporpammsl Oyzer:

AHanms OJisg
15:00: 5
15:01:
15:05:
15:12:
15:15:
15:23:
15:29:
15:33:
15:45:
15:52:
15:55:
15:56:
15:59:

G FP OO Ul O Wb

AHanms OJisg
15:01:
15:05:
15:12:
15:15:
15:23:
15:29:
15:33:
15:45:
15:52:
15:55:
15:56:
15:59:

NDNoooyw O N ELDN

N

Web server:
MO OKJIIOUEHUM
MOoOKJIIOUEeHUM
MOoOKJIIOUEeHUM
MOoOKJIIOUEeHUM
MOOKJIIOUEHUM
MOOKJIIOUEHUM
MOoOKJIIOUEeHUM
MOoOKJIIOUEeHUM
MOoOKJIIOUEeHUM
MO OKJIIOUEHUM
MO OKJIIOUEHUM
MOoOKJIIOUEeHUM
MOoOKJIIOUEeHUM

Mail server:

MO OKJIIOUEHUM
MOOKJIIOU e HUM
MOOKJIIOU e HUM
MOOKJIIOUEHUM
MO OKJIIOUEHUM
MO OKJIIOUEHUM
MOOKJIIOUE HUM
MOOKJIIOUE HUM
MO OKJIIOUEHUM
MO OKJIIOUEHUM
MO OKJIIOUEHUM
MOOKJIIOU e HUM

Web_server: MmakcumaibHOE KOJIMYECTBO MOJKIIIOUEHUH B 15:29 — 7 mTyk

Mail server: MakcCuMaJIbHOE KOJIMYECTBO MOIKItoueHuH B 15:33 — 9 mtyk

Hanee HeoOxomumo B3aTh Ha 20% Oombmie: (7 * 0,2) + 7 = 8.4, okpyriisieM 3TO 3HAUYCHUE B
OO0JIBLIYIO CTOPOHY, TaK Kak KojaudecTBO |IP-agpecoB y Hac 00s13aTeIbHO JOIKHO OBITh LIETBIM, OTCIOJIA
otBeT 11 web-cepBepa — 9. Jlanee HeoOxoammo B3sTh Ha 20% Gombire: (9 * 0,2) + 9 = 10.8, okpyrisiem
3TO 3Ha4YEHUE B OOJIBIIYIO CTOPOHY, TaK Kak KoundecTBo IP-aapecoB y Hac 0053aTeNIbHO TOHKHO OBITh

1L[eJIbIM, OTCIOJIa OTBET AJis mail-cepBepa — 11.

OtBer:  Web-cepsep: 9,
NMOYTOBBIN cepBep: 11
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